ISSN 2518-1483 (Online),
ISSN 2224-5227 (Print)

2017 @2

KA3AKCTAH PECIIYBJIMKACHI
YJITTBIK I'blJIBIM AKAJEMUACBIHBIH

BASHIAMAJIAPDI

TTOKJIAIbI

HAIIUOHAJIBHOM AKAJTEMUM HAVK
PECIIYBJIMKU KA3AXCTAH

REPORTS

OF THE NATIONAL ACADEMY OF SCIENCES
OF THE REPUBLIC OF KAZAKHSTAN

KYPHAII 1944 XXbIUIJAH HIBIFA BACTAFAH
XKYPHAII UBOAETCSH C 1944 1.
PUBLISHED SINCE 1944

nnnnn



KA3AKCTAH PECITYBJIMKACDI
YJITTBIK FbIUVILIM AKAJJEMUACBIHBIH

BASAHAAMAJIAPDBI 2017 o2

bacpeagakrtopm
X.F.21., mpod., KP ¥F'A akanemuri M.2K. JKypbiHoB

Pegaxnous ankKacs

AnexenoB C.M. npod., akanemuk (Kazakcran) (6ac pea. opsiHOacaphl)
Booc J.I'. npod., akagemuk (Kazakcran)

Beauukun B.U. npod., kopp.-mymeci (Peceit)
Boabaemap Byiinuk npod. (ITosnbma)

TI'onuapyk B.B. npod., akagemuk (YkpanHa)
Topauenko A.HU. pod., akagemuk (benopyc)

Jyxka I'. mpod., akanemuk (Mosnosa)

HnoanoB M.M. npod., akanemuk (ToxikcTan),
Jlecka Borycaasa npod. (ITonbma),

Jlokmmu B.H. nipod. ui.-kopp. (Kazakcran)
Hapaes B.H. npo¢. (Peceit)

Hexmonos .M. npoo., akanemuk (YkpanHa)

Hyp U3ypa Y a3up npod. (Manaiizus)

Iepuu Credano npod. (¥IpI0puTaHus)

Moranos B.A. npod. (Ykpauna)

IpoxonoBuy Ioauna npod. (¥neiOpuranus)
OmobaeB A.M. nipod. (Kazakcran)

Ortendae M.O. npod., akanemuk (Kazakcran)
CanpioexoB M.A. nipod., kopp.-mymieci (Kazakcran)
CaraeB ML.H. nipod., xopp.-mymieci (Kazakcran)
Cesepckuii U.B. poo., akanemuk (Kazaxkcran)
Cuxopcku Mapek nipod., (ITonbma)

Pama3zanoB T.C. npod., kopp.-mymieci (Kazakcran)
Taxudaes H.2K. npod., akanemuxk (Kazakcran), 6ac pea. opsiHOacapsl
Xapun C.H. npod., akagemuk (Kazakcran)

Yeuun JI.M. npod., kopp.-myteci (Kazakcran)
Xapyn [Mapaap npod. (I'epmanus)

IuukyH 'ao nmpod. (KpiTait)

IpkedaeB A.J. pod., akageMuk (KpIpFbicTaH)

«Ka3akcran Pecny0/iukachl YJITTBIK FHUIBIM aKa1eMHUSICHIHBIH 0asiHIaMaJIapbD)
ISSN 2518-1483 (Online),
ISSN 2224-5227 (Print)

Menurikrenymi: «Kaszakcran Pecry0miKkachIHbIH ¥ITTHIK FAUTBIM aKaJEMISIChDy PeciTyOniKaibIK KoFaMIbIK Oipriectiri (AsMaTsl K.)
Kasakcran pecmyOnuKachIHBIH MoJeHHET NeH aKmapaT MUHUCTPIITiHIH AKmapart »xoHe Myparar komurerinme 01.06.2006 x.
oepinren Ne5540-7K mep3imaik 6acbUIBIM TipKeyiHE KOHBUTY Typalbl KyoiK

Mep3imMaiiri: KpIIbIHA 6 PET.
Tupaxer: 2000 gaHa.

Penakmusaeig mekemxkaiiel: 050010, Anmarts! K., [lleBuenko kerr., 28, 219 6en., 220, ten.: 272-13-19, 272-13-18,
http://nauka-nanrk.kz. reports-science.kz

© Kazakcran PecryOmukachiHblH ¥ITTHIK FRUIBIM akanemMusicbl, 2017

TunorpadusHelH Mekemkaibl: «ApyHa» XK, Anmatsr k., Myparbaesa ke, 75.




TOKJIAJIBI 2017¢ 2
HAIIMOHAJIBHOU AKAJIEMUU HAYK

PECITYBJIMKU1 KA3AXCTAH

I'maBHBIH pegakToOD
I.X.H., mpod., akanemuk HAH PK M. 7K. )Kypunos

PenaknmuoHHas KOJNJIET U S:

AnexenoB C.M. ipod., akanemuk (Kazaxcran) (3am. ri1. pen.)
Booc J.I'. mpod., akagemuk (Kazaxcran)
Bemnukun B.U. npod., qi.-kopp. (Poccus)
Boabaemap Byiinuk npod. (ITosnbma)
I'onuapyx B.B. npo¢., akanemuk (YkpaunHa)
Topauenko A.U. nipod., akagemuk (benapycs)
Jyxka I'. npod., akanemuk (MoigoBa)

Hnosno M.HM. npod., akanemuk (TamxukucTan),
Jlecka Borycnasa npod. (ITonba),

Jloxmmu B.H. ipod. an.-xopp. (Ka3zaxcran)
Hapaes B.H. npo¢. (Poccust)

Hexmonos .M. npoo., akanemuk (YkpanHa)
Hyp HU3ypa ¥Yu3up npod. (Manaiizus)

epuu Credano npod. (Benukodbpurtanus)
Moranos B.A. npod. (Ykpanna)

Ipoxonosuy Ioauna npod. (BenukoOpuranws)
OmobaeB A.M. npod. (Kazaxcran)

Orenbaes M.O. npod., akanemuk (Kazaxcran)
CaapioexoB M.A. nipod., wi.-kopp. (Kazaxcran)
CaraeB ML.H. nipod., uin.-kopp. (Kazaxcran)
Cesepckuii U.B. pod., akagemuk (Kazaxcran)
Cuxopcku Mapek nipod., (ITonpma)

Pama3zanoB T.C. npod., un.-kopp. (Kazaxcran)
Taxubae H.2K. npod., akanemuxk (Kazaxcran), 3am. 1. pe.
Xapun C.H. npod., akagemuk (Kazaxcran)
Yeuun JI.M. npod., wi.-kopp. (Kazaxcran)
Xapyn [apaap npod. (I'epmanus)

IupxyH I'ao npod. (Kuraif)

IpkedaeB A.J. pod., akageMuk (Keiprei3cran)

Joxnansl HanmonanbHol akagemuu Hayk Pecnyosimku Kazaxcran»
ISSN 2518-1483 (Online),
ISSN 2224-5227 (Print)

CobctBennuk: PecnyOnukanckoe oOmecTBeHHoe oOnenuHenue «HammonanbHas axkagemus Hayk PecnyOmukxu Kazaxcram»
(r. Amartsr)

CBUZIETENBCTBO O IOCTAHOBKE HA Y4YeT IEPUOANYECKOro medyatHoro wu3ganus B Kommurere WHpOpManuu W apXUBOB
MuHucTepeTBa KynbTypsl 1 HHpopmanuu Pecnyonuku Kazaxcran Ne5540-2K, seiganHoe 01.06.2006 r.

IlepuoauunoCTh: 6 pa3 B roxl.
Tupasx: 2000 3K3eMILIIPOB

Anpec penakuuu: 050010, r.Anmarsl, yi.llleByenko, 28, kom.218-220, ten. 272-13-19, 272-13-18
http://nauka-nanrk.kz. reports-science.kz

©HanmonansHas akagemus Hayk PecrryOimku Kazaxcran, 2017 T.

Anpec tunorpadun: ULl «Apyna», r.Anmartsl, yin.Mypatbaesa, 75




REPORTS 2017 o 2
OF NATIONAL ACADEMY OF SCIENCES OF THE

REPUBLIC OF KAZAKHSTAN

Editorin chief
doctor of chemistry, professor, academician of NAS RK M.Zh. Zhurinov

Editorial board:

Adekenov S.M. prof., academician (Kazakhstan) (deputy editor in chief)
Boos E.G. prof., academician (Kazakhstan)
Velichkin V.I. prof., corr. member (Russia)

Voitsik Valdemar prof. (Poland)

Goncharuk V.V. prof., academician (Ukraine)
Gordiyenko A.L prof., academician (Belarus)
Duka G. prof., academician (Moldova)

Ilolov MLI. prof., academician (Tadjikistan),

Leska Boguslava prof. (Poland),

Lokshin V.N. prof., corr. member. (Kazakhstan)
Narayev V.N. prof. (Russia)

Nekludov I.M. prof., academician (Ukraine)

Nur Izura Udzir prof. (Malaysia)

Perni Stephano prof. (Great Britain)

Potapov V.A. prof. (Ukraine)

Prokopovich Polina prof. (Great Britain)

Ombayev A.M. prof. (Kazakhstan)

Otelbayv M.O. prof., academician (Kazakhstan)
Sadybekov M.A. prof., corr. member. (Kazakhstan)
Satayev MLI. prof., corr. member. (Kazakhstan)
Severskyi I.V. prof., academician (Kazakhstan)
Sikorski Marek prof., (Poland)

Ramazanov T.S. prof., corr. member. (Kazakhstan)
Takibayev N.Zh. prof., academician (Kazakhstan), deputy editor in chief
Kharin S.N. prof., academician (Kazakhstan)
Chechin L.M. prof., corr. member. (Kazakhstan)
Kharun Parlar prof. (Germany)

Endzhun Gao prof. (China)

Erkebayev A.Ye. prof., academician (Kyrgyzstan)

Reports of the National Academy of Sciences of the Republic of Kazakhstan.
ISSN 2224-5227

ISSN 2518-1483 (Online),

ISSN 2224-5227 (Print)

Owner: RPA "National Academy of Sciences of the Republic of Kazakhstan" (Almaty)
The certificate of registration of a periodic printed publication in the Committee of Information and Archives of the Ministry of
Culture and Information of the Republic of Kazakhstan N 5540-K, issued 01.06.2006

Periodicity: 6 times a year
Circulation: 2000 copies

Editorial address: 28, Shevchenko str., 0f.219-220, Almaty, 050010, tel. 272-13-19, 272-13-18,
http://nauka-nanrk.kz / reports-science.kz

© National Academy of Sciences of the Republic of Kazakhstan, 2017
Address of printing house: ST "Aruna", 75, Muratbayev str, Almaty




ISSN 2224-5227 MNe 2. 2017

REPORTS OF THE NATIONAL ACADEMY OF SCIENCES
OF THE REPUBLIC OF KAZAKHSTAN

ISSN 2224-5227

Volume 2, Number 312 (2017), 19 — 27

UDC 004.056.5

B. B. Akhmetov', A.G. Korchenko?,
I.A. Tereykovsky’, Zh.M. Alibiyeva®, .M. Bapiyev’

'Kh.A.Yasawi International Kazakh-Turkish University, Kazakhstan, Turkestan;
2National Aviation University, Ukraine, Kiev;
3K.I. Satpayev Kazakh National Research Technical University, Kazakhstan, Almaty
alibieva j@mail.ru

PARAMETERS OF EFFICIENCY ESTIMATION
OF NEURAL NETWORKS OF CYBER ATTACKS RECOGNITION
ON NETWORK RESOURCES OF INFORMATION SYSTEMS

Annotation. One of the main obstacles of widespread introduction of the neural network methods and models
in the systems of cyber attacks recognition on network resources of information systems is the lack of parameters
which are the basis of effectiveness assessment. Also, there are no mechanisms of the effectiveness evaluations of
such implementation. In order to find the solution of this problem, it has been analyzed a wide spectrum of modern
neural network methods and models, which used in the recognition systems. The list of parameters was found and
mechanism of their usage for the evaluation of effectiveness of design and choices of these methods and models in
the construction of these detection systems was worked out. The obtained results allow determining the deficiencies
of modern neural network detection of cyber attacks and vulnerability of detection tools and identifying the
perspective ways of their advancement. There is also defined that one of the main ways of improvements of neural
network is the development of the mechanism of a constructing training sets.

Keywords: information safety, identification of cyber attacks, information system, neural network models,
neural network method, safety parameter.

Introduction

In modern conditions, the effective functioning of the information safety system is impossible
without the use of an intellectualized system for the recognition of cyber attacks (SRC) on the network
resources of information systems (RIS) [11, 12, 22]. At the same time, one of the most promising
directions of development of such RIS and SRC is the use of models and methods based on the theory of
neural networks (NS). These models and methods are used in the contours of SRC recognition and, in
accordance with the results of [9, 21], significantly improve the accuracy of recognition. Prospectivity of
neural network tools (NNT) of recognition is confirmed by their use in well-proven SRC hardware of
Cisco company and and a large number of theoretical and practical works in this direction, which review
is presented in [9, 11, 12]. At the same time, the variety of solutions used in modern NNT, the large
number of factors that affect their operational characteristics, the inaccessibility of the description of the
commercial NNT and SRC significantly complicates the assessment of the effectiveness of their use,
which in turn narrows the scope of their application in domestic information safety systems. In this case,
among the analyzed works [1-24], only in [12] there was proposed a basic set of parameters and the
method for assessing the effectiveness of the NNT estimating the security parameters of Internet-oriented
information systems. However, the solutions of [12] have general nature, they are oriented at recognizing
not only a wide range of diverse cyber attacks, but also recognizing the vulnerabilities of Internet-oriented
information systems, and therefore require adaptation to the domestic conditions for recognizing cyber
attacks on RIS network. In this regard, the aim of this article is to investigate neural networks for
recognizing cyber attacks on the network resources of information systems in order to form a set of
universal parameters, which values make it possible to quantify the effectiveness of using such tools.
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Research of neural network tools for the recognition of cyber attacks on the network resources
of information systems

The results [1, 10, 11] indicate that the neural network recognition of cyber attacks on RIS network
consists of the evaluation of security parameters (SPs) that are monitored during operation. In this case,
the term SP RIS characterizes a physical value that allows evaluating the security of RIS network [12],
and the term cyber attacks on RIS network means the realization in cybernetic space of threats to the
security of its components (namely, confidentiality, integrity and accessibility) RIS, taking into account
their vulnerabilities. The main difference of this kind of cyberattacks is the network mechanism for their
implementation. We have to note that in the literature such cyberattacks are often called network attacks.
The NNT are intended for their recognition and should be designed to evaluate the SPs, which correspond
to the parameters of network connections that are monitored during operation. These prerequisites
allowed limiting the list of studies works only by those papers that deal with the use of the NS for
detecting network attacks. Let us describe the obtained results.

Methods of simple and semantic classification of network attacks. The methods are developed
within the framework of neural network technology for determining network computer attacks using the
"Snort" software package described in [25]. The technology provides the use of two neural network
methods for determining attacks — simple classification and semantic classification. As the input
parameters there are used parameters of network packets of the transport of degree protocol stack TCP /
IP. The simple classification method uses a multilayered persppetron (MSP) with 10 input neurons and 2
neurons in the output layer. In order to optimize the number of hidden neurons, the use of so-called
"constructive algorithms" is proposed. The mathematical expression for calculating the correction of the
weight coefficients of the neurons of the output layer is given

Aw (D) = =11y, () = f (x )@ v, (D), »
where 77— speed coefficient of learning, 7— neuron number in the output layer, i— training iteration

number, v, — information field obtained at the input of the activation function, y,— output signal of n

output neuron, go' —derivative function of activation, f(x;) — expected reaction of i neuron.

We have to note the lack of a detailed description of the process of optimizing the M structure. The
CCA method proposes the use of the Kohonen topographic map (TM). The choice of TM is justified by
its low resource intensity. In both methods, a technique for processing the input parameters in order to
reduce the number of input parameters of the NS is provided.

Neural Network System of Intrusion Detection (NNSID) is described in [24]. The system is
oriented to the use of MSP type NS for detecting network attacks. The results of experiments confirming
the effectiveness of the system for detecting attacks which signatures are presented in the KDD-99
database are presented. The choice of the NS type is justified from the point of view of maximum
computing power. One-criterion optimization of the architecture of MSP was also carried out.

Binary neural network method (BNM) is described in [15]. The method is used to solve the tasks
of detecting network attacks. The method is based on a special binary neural network (BNN), which has
two important properties. First, the model is adapted to solve problems which input information has a
complex, multiply connected, and even fractal structure. Secondly, the method of training the model is a
direct computational procedure and does not require the search for a global extremum of a complex
nonlinear function, does not impose any fundamental limitations on the dimensionality of the task. Thus,
the method considers a choice of the type of the neural network architecture by the criterion of probability
in tasks of the type and by the criterion of minimizing the duration of learning. Unfortunately, there are no
experimental data in the work, which makes comparative analysis difficult. The method is not intended to
optimize the structure of the NS, and does not comprise the application of the procedure for processing
the input data.

The method for isolating network attacks from typical network traffic (INA) is described in [13].
The method is used to recognize network attacks. The use of aMSP with 2 hidden layers of neurons is
suggested. The input layer of such an MSP consists of 9 neurons, and the output layer is made up of 1
neuron. It is noted that the choice of MSP with such structure is explained by the requirements of
flexibility and functionality. That is, multi-criteria optimization of the structure of NS is used. The need

— 20 ——
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for preliminary processing of the statistics used for the training and test sample is indicated.

The method for detecting DDoS attacks (MDD) is given in [18]. The use of inaccurate NS is
proposed. The proposal is based on the prospective of NS nature of this type. The emphasis is on
recognizing the SYN Flood type DDoS attack. In order to formalize the knowledge of experts about the
DDoS attack, five linguistic variables were created, each of them characterizes one of the components of
vectors of the network traffic parameters, and is used to form the input parameters of the NS. These
linguistic variables include:

X, - time of receiving data packets, X, - percentage of packets from different external ip-addresses,
X5 - percentage of packets from different ports, X, - percentage of packages with damaged headings,

S - confidence level. Predicate rules of the form were developed: if X = is «bigy — ¥ — is «high». The
structure of the classifier is shown in Figure 2.

Figure 2 - Inaccurate classifier scheme for detecting SYN Flood attacks

In Figure 2, the symbol indicates the inaccurate neuron "OR", the symbol — the inaccurate neuron
"AND", and the notation tLittle, tMiddle, tHigh, extraLittle, extraLots, pLittle, pLots, dhLots correspond
to the activation functions of inaccurate variables. It is proposed to present inaccurate classifier in the
form of NS with direct propagation of the signal, which is learned with the help of a modified algorithm
for back propagation of the error. The modification consists of adapting the classical algorithm to the
inaccurate "AND" and "OR" neurons. Thus, the main difference between the proposed method of
detection is the possibility of using expert knowledge for NS learning.

The method of using a neural network of a hybrid structure of CounterPropagation type
(NNHS) is described in [5, 21]. The method is designed to detect network attacks on a Web server. A
feature of the CounterPropagation network is the combination of TM with MSP. The input data of the
method are parameters of network traffic transmitted over 1P, TCP, HTTP, HTTPS, CGI, and SQLNet
protocols. The method provides for the preliminary processing of the input parameters of the NS by
representing them in the form of graphic images (pythograms), which are used in the cognitive graph. The
aim of the preliminary processing is to minimize the dimension of the input data. The graphic
representation determined the necessity of using the Kohonen layer in this method. The use of the
perceptron layer is justified from the position of computational efficiency. Thus, the method provides
multicriteria optimization of the NS type and one-criterion optimization of the parameters of its
architecture. Also, the method provides a procedure for searching the optimal training parameters for the
NS, which allows us to reduce the amount of the attack detection errors up to 10 times.

The method of constructing the aggregate traffic classifier (CATC) is proposed in [9]. The
method is intended for hierarchical -classification of computer attacks on information and
telecommunication networks. A special feature of this method is the use of the mathematical method of
the main components for the compression of statistical data used as a training sample of NS. The method
uses a combination of 22 neural network detectors; each of them is trained to recognize a particular attack
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type, given in the KDD-99 database. The detector is a three-layer NS with 12 input neurons and 2 output
neurons, one of them is responsible for the presence, and the second for the absence of the attack. As a
hidden layer, the Kohonen layer was used. We have to note that the justification for the architecture and
parameters of the neural network detector is not given. When the detector detects an attack, the output of
the first output neuron is 1. In order to prevent a situation where several detectors simultaneously signal

their own type of attack, the minimum euclidean distance between the input image (input parameters - x; )
and the weight coefficients (w; ;) of the hidden neurons is transmitted to the second output of each of

them:

. 2 2
Ej —mim \/(xl —wl,j) +...(x12 _le,j) .

Further, an attack which detector has a minimum Euclidean distance is classified. The CATC method
also implicitly provides the optimization of the training and functioning of the neural network detector.

Neural network approach to the detection of network attacks (ADNA) on computer systems is
given in [16]. The emphasis is on the recognition of attacks, which signatures are presented in the KDD-
99 database. According to the data of this database, the number of input parameters is 41. As a criterion
for choosing the optimal type of neural network model, it is suggested to use a minimum of the training
sample volume. By means of the analysis of literature sources, it is determined that the admissible types
of NS include TN, BSP with one hidden layer of neurons and a network of radial basis function (RBF). It
is noted that the minimum amount of training sample (L) for TM should be 2 times higher than the
number of input neurons (7), that is L = W / & . For BSP and RBF, the amount of the training sample is
calculated as follows L = W /&: where W is the number of synaptic connections & is the allowable
training error. In what follows, an attempt was made in [12] to determine the optimal structure of the BSP.
It is stated that the number of hidden neurons determined experimentally is equal tom =10. In this case,
the number of output neurons is 2. Accordingly, the required volume of the training sample of the TM is
L =82 examples, and for BSP and RBF at ¢ =0,1 isL =(m(n+3)+2)/&=4420. Therefore, the

optimal type of neural network model is TM. We have to note that the correctness of the calculated values
raises doubts, because according to the NS theory [17], given the accuracy of training, the number of
hidden BSP neurons directly depends on the size of the training sample. Later in [12], the structure of the
TM is optimized. The criterion for maximizing the accuracy of training is implicitly used. The procedure
for preliminary processing of input parameters is also used.

Adaptive system for the detection of attack (ASDA) is described in [19]. The system is designed to
recognize network attacks and is based on the joint work of the TM and MSP performing the tasks of
clustering and classification of data. Detection of attacks, which is carried out in several stages, became
possible due to the fact that the database of the expert system was updated with information about changes
in the behavior of a particular object for a certain period of time. It is proved that the optimization of the
architecture will improve the accuracy and efficiency of recognition. As the input data, the parameters of
the network traffic using the TCP protocol are used. In order to process the input data, a sliding time
window method was used. TM is used for preliminary processing of data arriving at the MSP input in
order to compress and increase the information content. A mathematical expression for calculating the
neuron detection frequency in position (i, j) as the winner neuron is given:

ﬂ. :f +Zr:[ i—x,j+ﬁ,j_x+ i+x,j+ l-’j+xj
L] i,j
x=1

I+x
where f; ;
cluster centers, x - length of input vector.

In the future, this frequency is used to determine the centers and boundaries of clusters. The structure
of MSP is optimized in terms of the volume of controlled resources.

Neural network technology for detection and classification of network attacks (VKMA) is
described in [23]. In this technology, the use of a three-layer NS is suggested, which is trained by the
method of back propagation of the error. In this case, a separate NS is used to recognize each type of

- the number when the neuron at position (7, j) was the winner neuron, r - distance between
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network attacks. As input parameters it is suggested to use the parameters of network traffic on the TCP /
IP protocols. As a training sample, it is proposed to use data from the KDD-99 database. The verbal
description and fragments of the program code for preparation of the input data from this database to the
type of the input parameters of the NS are given. At the same time, one of the training objectives is to
reduce the volume of the training sample of the NS. There are no descriptions of approaches on
optimizing the architecture and parameters of the neural network model.

The method for recognizing anomalies of network traffic (PANT) is developed in [1]. The
method provides the use of the MSP type NS. As input NS data, IP headings datagram parameters are
used. The choice of the architecture of the NS is based on the statement about the high approximation
possibilities of MSP. The MSP consists of three layers of neurons. The number of neurons of the first
(input) layer is 18, which is equal to the number of parameters of the headings of the IP datagram. The
number of neurons in the output layer is 2. The output of neuron Nel is responsible for the presence of an
anomaly, and the output of neuron Ne2 for the safe state of network traffic. Expressions for calculating the
number of neurons in a hidden layer are given. Thus, the method provides for optimization of the
architecture parameters of the NS. In order to simplify the creation of a representative sample, a method
for specifying signatures was developed, which aim is to introduce additional artificially created
signatures that describe a priori anomalous traffic. Thus, in this method, it is possible to implicitly use
expert data on network attacks.

Algorithm of traffic parameters transformation (ATPT) is described in [2]. The algorithm is
designed to obtain input data from the network traffic for a neural network system for detecting network
attacks. As the input information of the specified algorithm, the parameters of the TCP session are used.
Transformation of traffic parameters is used to reduce the number of input parameters of the NS and
increase their informative content and is implemented using a mathematical apparatus based on the
method of main components. In ATPT, the optimization of the architecture and parameters of the neural
network model is not provided. We also note that works [3, 11] have a similar character.

Neural network technology for detecting network attacks (TOMA) on information resources is
described in [8, 9, 19]. The technology provides a compression module for input data, which is based on
the application of the neural network analogue of the main component method — a recirculating neural
network (RNN) with two layers of neurons. The structure of the RNN is shown in Figure 2.

NS
%

Figure 2 - The structure of the recirculating neural network

The first layer, consisting of k neurons, allows us to control the number of information signs (x), and
the second layer of n neurons allows us to filter data (x’). The settings of the first layer allow us to obtain
a form of representation of the input n-dimensional object compressed to k attributes, that is, to determine
the k principal components.

In the method, by means of numerical experiments, the possibility of using TM and MSP to detect
network attacks, which signatures are presented in the KDD-99 database is proved.
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Neural network system for detecting computer attacks based on the analysis of network traffic
(NNSDQ) is described in [16].

The development of a method for analyzing input traffic based on a three-layer NS is declared. It is
shown that the calculation of the topology of the NSM should be implemented taking into account the
Vapnik-Chervonenkis measure of the form:

KxN<VC, <N,x(1+1gN,),

where N — size of the data at the input; K — number of neurons in the hidden layer; N,, — total number of
network weights; N, — total number of network neurons.

The results of training and testing of the projected NS are given, which show the possibility of its
successful application for solving the problem of detection of network computer attacks. It has been
suggested that the best results can be obtained in computer systems using a limited set of network
software, which makes it possible to form the signs of normal behavior for detecting attacks more
effectively.

In [16], a method for detecting intrusions into an information system based on neural networks
(MDI) was proposed. This method is based on a combined application of methods of searching for an
attack signature and detecting anomalies in the user's work. In the process of developing the method, an
approach to solve the problem of classifying images is proposed, which consists of presenting input data
in the form of signatures and assigning them to attack classes or to safe user actions using the NS. Based
on the model of safe operation of the user in the IS and the proposed approach to simplifying the task of
processing information, the structure of the neural network attack detection system was synthesized. Also,
research was carried out to determine the optimal parameters of NS training algorithms, including the
choice of methods for the formation of representative training sets, the assessment of the quality of NS
functioning, and the search for optimal parameter values.

A scheme for detecting network attacks based on the combination of neural, immune and
neuron-inaccurate classifiers (SDNA) was proposed in [3]. The main features of the proposed scheme
are a multilevel analysis of network traffic, as well as the use of various adaptive in the detection of
attacks, including neural network and modules. In order to reduce the number of features used for the
analysis, it is suggested to apply the principal component method. Computational experiments on two
open data sets using various methods of combining classifiers were performed.

Neural network methodology for assessing the safety parameters of Internet-oriented
information systems (NISM) is presented in [12]. Among the analyzed papers, this work is the most
fundamental. It comprises the further development of theoretical propositions of constructing the NNT for
assessing the SP, which aims at the developed approaches to the recognition of gradual and unexpected
cyber attacks, the determination of the optimal type of NSM, the appropriateness of using the NNT, the
classification of statistically similar cyber attacks, the application of production rules for the presentation
of expert knowledge, parameters of NNT effectiveness assessment. Also, models for the creation and use
of the NNT for assessing the SP have been developed, which allow us (through the application of the
developed theoretical provisions): to determine the list of assessed SP, to create behavior templates
adapted to the complex nature of the SP, and to reduce the resource intensity of the creation of the NSM.
On the basis of these models, a number of methods that make it possible to increase the efficiency of the
use of the NNT have been developed. So the method of representation of expert knowledge for the NNT
for assessing the SP allows us to provide prompt recognition and expand many types of cyberattacks for
which there are no statistical data. The method for determining the time characteristics of the use of the N
NNT for assessing the SP due to the use of the developed analytical dependencies of the determination
between the expected and permissible development periods provides the opportunity to determine the
appropriateness of using these means. The method of designing a behavior pattern makes it possible to
reduce the error in the training of the NSM in 1.5-2 times. The method for determining the effectiveness
of developing neural network tools for assessing safety parameters through the application of the
proposed parameters for assessing the effectiveness and the formed integral indicator of efficiency allows
us to choose the most effective means. The application of the method enabled to determine that the typical
shortcomings of the known NNT are the insufficient validity of the use expediency, the inability to use
expert data, and the empirical choice of the type of NSM.

—— 4 ——
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Based on the interconnected use of the developed approaches, models and methods, a comprehensive
methodology for the neural network estimation of the SP has been developed, which allows us to
significantly expand the NNT functional capabilities and to select the most effective means.

From the position of the aim of the research, the proposed list of parameters characterizing the
effectiveness of the NNT is the most interesting in this work. We have to note that the lack of this list is
caused from the rather general character of the paper [12], which is aimed at evaluating the SP for
recognizing a wide range of cyber attacks and vulnerabilities of Internet-oriented IP. Therefore, taking
into account the above limitations, proposed list is largely superfluous at evaluating the NNT for
recognizing cyber attacks on RIS network. At the same time, it does not fully take into account the
specifics of assessing the effectiveness of the NNT in the recognition of network cyber attacks.

The basic characteristics of the analyzed neural network methods and models are given in Table 1.
Analysis of the data in this table indicates that BSP and TM are used as the basic types of neural network
models in most of the known neural network systems for recognizing network attacks.

In addition, as a result of the analysis it was established that the efficiency of modern neural network
methods and models is improved by providing them with certain capabilities that are characterized by the
following parameters: Py, - preliminary processing of incoming parameters, P, - optimization of the
architecture type, P,y - optimization of the training method, Py, - the possibility of using expert rules,
Py - the possibility of using classical and perspective types of neural network architectures in method,
Py - the possibility of a principled assessment of the appropriateness of using the NS for the solution of
the task.

Also, the conclusion that the effectiveness of neural network recognition tools depends on the
completeness and representativeness of the training sample was made, which is used to train the basic
neural network models. This conclusion is formulated on the basis of an analysis of the results of [21],
which substantiates the method of using NS to recognize voice signals. Due to this, the use of the P,
parameter, which is intended to assess the mechanism of formation of the training sample, which is used
in the NNT, is suggested.

The values of the proposed parameters in the first approximation can be estimated by a binary scale
of 0 or 1. The parameter is equal to 0 when the corresponding possibility in the NNT is not provided and 1
is in the opposite case. For the analyzed cases, the values of these parameters are given in Table. 2. At the
same time, P, = 0 for all analyzed methods. That is, in most of the analyzed methods, the procedure for
forming the sampling sample has not been implemented. In addition, the use of the proposed criteria
enables to determine the integral indicator of the effectiveness of the NNT (E;z) using the following
expression:

E; ZZOLZEZ- > (1

where «a;— weight coefficient of i criterion.

In general, the definition of weight coefficients requires a separate study, and in the basic version we
assume that ¢; =1. Also we have to note that the basic list of parameters can be further extended.

We note that the practical value of the data in Table 2 consists in outlining the shortcomings and
prospects for improving modern neural network methods and models. For example, the values of P, = 0
indicate that the shortcomings of the NNSID method include an inadequate optimization of the
architecture type of the neural network model. This indicates the possibility of appropriate improvement
of these methods. In this case, the value of the parameter Ps enables to estimate the integral efficiency of
the neural network method. Also, as a result of the analysis proved that in modern SRC, classical types of
neural network models are mainly used, which are adapted to the conditions of the task to some extent.
This allows us to narrow the range of permissible neural network models, which in turn enables to
increase the efficiency of determining the neural network model, which is optimal from the point of view
of the task. Thus, it becomes possible to increase the efficiency of the establishment of appropriate
SRC.
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Table 1 - Basic parameters of neural network tools

NM type
Ne Method NMD
BSP KN ™ NME, ANM | NNM |BNNM| RNN [ Alltypes
1 ATPT - - - - - - - - +
2 Simple classification
3 NNSID
4 TDNA * ) ) B ) ) ) ) B
5 RANT
6 Semantic classification - - + - - - - - -
7 NNHS
8 CATC
9 |ADNA - - " - - - - - -
10 ASDA
11 MDD - - - - - + - - -
12 BNNM - - - - - - + - -
13 NTDCNA - - - - - - + -
14 MDI + - - - - - - - -
15 NNSDC + - - - - - - - -
16 NNHS + - + - - - - - -
17 SDNA - - + - - - - - -
18 NNMASP + + + + + + + + +
Table 2 - The parameters characterizing neural network methods and models
Ne Method Parameter
PHO POTa POHH POMH PBel’[ PMHa PUHB POB PZ
1 ATPT 1 0 0 0 0 0 0 0 1
Simple classification, 1 0 0 0 0 0 0 0 1
Semantic
classification
3 NNSID 0 1 0 0 0 0 0 0 1
4 TDNA 1 1 0 0 0 0 0 0 2
5 RANT 0 1 1 0 0 0 0 0 2
6 INA 0 1 1 0 0 0 0 0 2
7 INA 1 1 0 0 0 0 0 0 2
8 CATC 1 0 0 0 0 0 0 0 1
9 ADNA 1 1 0 1 0 0 0 0 3
10 ASDA 1 1 1 0 0 0 0 0 3
11 MDD 0 1 0 1 0 0 0 0 2
12 BNNM 0 1 0 1 0 0 0 1 3
14 NTDCNA 1 0 0 0 0 0 0 1 2
15 MDI 1 0 0 0 0 0 0 0 1
16 NNSDC 1 0 0 0 0 0 0 0 1
17 NNHS 1 0 0 0 0 0 0 1 2
18 SDNA 1 0 0 0 0 0 0 1 2
19 NNMASP 1 1 1 1 1 1 1 0 8

Conclusions

The list of parameters is determined and the mechanism of their use for an assessment of integrated
efficiency of development of modern neural network methods of recognition of cyber attacks is formed.
This allows us to determine the shortcomings of these methods and models, identify promising directions
for their improvement, and increase the effectiveness of the systems created on their basis. In addition, the
possibility of limiting the range of permissible neural network architectures that are used in detection
systems is shown, which makes it possible to increase the efficiency of the creation of these systems. It
has also been determined that one of the most important areas for improving the neural network methods
of recognizing cyberattack is the development of the procedure for forming a training sample.

— 26 ——
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