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PARAMETERS OF EFFICIENCY ESTIMATION
OF NEURAL NETWORKS OF CYBER ATTACKS RECOGNITION
ON NETWORK RESOURCES OF INFORMATION SYSTEMS

Annotation. One of the main obstacles of widespread introduction of the neural network methods and models
in the systems of cyber attacks recognition on network resources of information systems is the lack of parameters
which are the basis of effectiveness assessment. Also, there are no mechanisms of the effectiveness evaluations of
such implementation. In order to find the solution of this problem, it has been analyzed a wide spectrum of modern
neural network methods and models, which used in the recognition systems. The list of parameters was found and
mechanism of their usage for the evaluation of effectiveness of design and choices of these methods and models in
the construction of these detection systems was worked out. The obtained results allow determining the deficiencies
of modern neural network detection of cyber attacks and vulnerability of detection tools and identifying the
perspective ways of their advancement. There is also defined that one of the main ways of improvements of neural
network is the development of the mechanism of a constructing training sets.

Keywords: information safety, identification of cyber attacks, information system, neural network models,
neural network method, safety parameter.

Introduction

In modern conditions, the effective functioning of the information safety system is impossible
without the use of an intellectualized system for the recognition of cyber attacks (SRC) on the network
resources of information systems (RIS) [11, 12, 22]. At the same time, one of the most promising
directions of development of such RIS and SRC is the use of models and methods based on the theory of
neural networks (NS). These models and methods are used in the contours of SRC recognition and, in
accordance with the results of [9, 21], significantly improve the accuracy of recognition. Prospectivity of
neural network tools (NNT) of recognition is confirmed by their use in well-proven SRC hardware of
Cisco company and and a large number of theoretical and practical works in this direction, which review
is presented in [9, 11, 12]. At the same time, the variety of solutions used in modern NNT, the large
number of factors that affect their operational characteristics, the inaccessibility of the description of the
commercial NNT and SRC significantly complicates the assessment of the effectiveness of their use,
which in turn narrows the scope of their application in domestic information safety systems. In this case,
among the analyzed works [1-24], only in [12] there was proposed a basic set of parameters and the
method for assessing the effectiveness of the NNT estimating the security parameters of Internet-oriented
information systems. However, the solutions of [12] have general nature, they are oriented at recognizing
not only a wide range of diverse cyber attacks, but also recognizing the vulnerabilities of Internet-oriented
information systems, and therefore require adaptation to the domestic conditions for recognizing cyber
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attacks on RIS network. In this regard, the aim of this article is to investigate neural networks for
recognizing cyber attacks on the network resources of information systems in order to form a set of
universal parameters, which values make it possible to quantify the effectiveness of using such tools.

Research of neural network tools for the recognition of cyber attacks on the network resources
of information systems

The results [1, 10, 11] indicate that the neural network recognition of cyber attacks on RIS network
consists of the evaluation of security parameters (SPs) that are monitored during operation. In this case,
the term SP RIS characterizes a physical value that allows evaluating the security of RIS network [12],
and the term cyber attacks on RIS network means the realization in cybernetic space of threats to the
security of its components (namely, confidentiality, integrity and accessibility) RIS, taking into account
their vulnerabilities. The main difference of this kind of cyberattacks is the network mechanism for their
implementation. We have to note that in the literature such cyberattacks are often called network attacks.
The NNT are intended for their recognition and should be designed to evaluate the SPs, which correspond
to the parameters of network connections that are monitored during operation. These prerequisites
allowed limiting the list of studies works only by those papers that deal with the use of the NS for
detecting network attacks. Let us describe the obtained results.

Methods of simple and semantic classification of network attacks. The methods are developed
within the framework of neural network technology for determining network computer attacks using the
"Snort" software package described in [25]. The technology provides the use of two neural network
methods for determining attacks — simple classification and semantic classification. As the input
parameters there are used parameters of network packets of the transport of degree protocol stack TCP /
IP. The simple classification method uses a multilayered persppetron (MSP) with 10 input neurons and 2
neurons in the output layer. In order to optimize the number of hidden neurons, the use of so-called
"constructive algorithms" is proposed. The mathematical expression for calculating the correction of the
weight coefficients of the neurons of the output layer is given

Aw (i) = =11(v, () = L ()@ (v, (D)),
where 77— speed coefficient of learning, 77— neuron number in the output layer, i— training iteration

number, v, — information field obtained at the input of the activation function, y,— output signal of n

output neuron, (o' —derivative function of activation, f(x;) — expected reaction of i neuron.

We have to note the lack of a detailed description of the process of optimizing the M structure. The
CCA method proposes the use of the Kohonen topographic map (TM). The choice of TM is justified by
its low resource intensity. In both methods, a technique for processing the input parameters in order to
reduce the number of input parameters of the NS is provided.

Neural Network System of Intrusion Detection (NNSID) is described in [24]. The system is
oriented to the use of MSP type NS for detecting network attacks. The results of experiments confirming
the effectiveness of the system for detecting attacks which signatures are presented in the KDD-99
database are presented. The choice of the NS type is justified from the point of view of maximum
computing power. One-criterion optimization of the architecture of MSP was also carried out.

Binary neural network method (BNM) is described in [15]. The method is used to solve the tasks
of detecting network attacks. The method is based on a special binary neural network (BNN), which has
two important properties. First, the model is adapted to solve problems which input information has a
complex, multiply connected, and even fractal structure. Secondly, the method of training the model is a
direct computational procedure and does not require the search for a global extremum of a complex
nonlinear function, does not impose any fundamental limitations on the dimensionality of the task. Thus,
the method considers a choice of the type of the neural network architecture by the criterion of probability
in tasks of the type and by the criterion of minimizing the duration of learning. Unfortunately, there are no
experimental data in the work, which makes comparative analysis difficult. The method is not intended to
optimize the structure of the NS, and does not comprise the application of the procedure for processing
the input data.

The method for isolating network attacks from typical network traffic (INA) is described in [13].
The method is used to recognize network attacks. The use of aMSP with 2 hidden layers of neurons is

— 20 ——
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suggested. The input layer of such an MSP consists of 9 neurons, and the output layer is made up of 1
neuron. It is noted that the choice of MSP with such structure is explained by the requirements of
flexibility and functionality. That is, multi-criteria optimization of the structure of NS is used. The need
for preliminary processing of the statistics used for the training and test sample is indicated.

The method for detecting DDoS attacks (MDD) is given in [18]. The use of inaccurate NS is
proposed. The proposal is based on the prospective of NS nature of this type. The emphasis is on
recognizing the SYN Flood type DDoS attack. In order to formalize the knowledge of experts about the
DDoS attack, five linguistic variables were created, each of them characterizes one of the components of
vectors of the network traffic parameters, and is used to form the input parameters of the NS. These
linguistic variables include:

X, - time of receiving data packets, X, - percentage of packets from different external ip-addresses,
X5 - percentage of packets from different ports, X, - percentage of packages with damaged headings,

S - confidence level. Predicate rules of the form were developed: if X = is «bigy — ¥ — is «high». The
structure of the classifier is shown in Figure 2.

Figure 2 - Inaccurate classifier scheme for detecting SYN Flood attacks

In Figure 2, the symbol indicates the inaccurate neuron "OR", the symbol — the inaccurate neuron
"AND", and the notation tLittle, tMiddle, tHigh, extraLittle, extralots, pLittle, pLots, dhLots correspond
to the activation functions of inaccurate variables. It is proposed to present inaccurate classifier in the
form of NS with direct propagation of the signal, which is learned with the help of a modified algorithm
for back propagation of the error. The modification consists of adapting the classical algorithm to the
inaccurate "AND" and "OR" neurons. Thus, the main difference between the proposed method of
detection is the possibility of using expert knowledge for NS learning.

The method of using a neural network of a hybrid structure of CounterPropagation type
(NNHS) is described in [5, 21]. The method is designed to detect network attacks on a Web server. A
feature of the CounterPropagation network is the combination of TM with MSP. The input data of the
method are parameters of network traffic transmitted over IP, TCP, HTTP, HTTPS, CGI, and SQLNet
protocols. The method provides for the preliminary processing of the input parameters of the NS by
representing them in the form of graphic images (pythograms), which are used in the cognitive graph. The
aim of the preliminary processing is to minimize the dimension of the input data. The graphic
representation determined the necessity of using the Kohonen layer in this method. The use of the
perceptron layer is justified from the position of computational efficiency. Thus, the method provides
multicriteria optimization of the NS type and one-criterion optimization of the parameters of its
architecture. Also, the method provides a procedure for searching the optimal training parameters for the
NS, which allows us to reduce the amount of the attack detection errors up to 10 times.

The method of constructing the aggregate traffic classifier (CATC) is proposed in [9]. The
method is intended for hierarchical -classification of computer attacks on information and
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telecommunication networks. A special feature of this method is the use of the mathematical method of
the main components for the compression of statistical data used as a training sample of NS. The method
uses a combination of 22 neural network detectors; each of them is trained to recognize a particular attack
type, given in the KDD-99 database. The detector is a three-layer NS with 12 input neurons and 2 output
neurons, one of them is responsible for the presence, and the second for the absence of the attack. As a
hidden layer, the Kohonen layer was used. We have to note that the justification for the architecture and
parameters of the neural network detector is not given. When the detector detects an attack, the output of
the first output neuron is 1. In order to prevent a situation where several detectors simultaneously signal

their own type of attack, the minimum euclidean distance between the input image (input parameters - x; )
and the weight coefficients (w; ;) of the hidden neurons is transmitted to the second output of each of

them:

. 2 2
E; = min \/(xl —wl,j) +...(x12 _le,j)

Further, an attack which detector has a minimum Euclidean distance is classified. The CATC method
also implicitly provides the optimization of the training and functioning of the neural network detector.

Neural network approach to the detection of network attacks (ADNA) on computer systems is
given in [16]. The emphasis is on the recognition of attacks, which signatures are presented in the KDD-
99 database. According to the data of this database, the number of input parameters is 41. As a criterion
for choosing the optimal type of neural network model, it is suggested to use a minimum of the training
sample volume. By means of the analysis of literature sources, it is determined that the admissible types
of NS include TN, BSP with one hidden layer of neurons and a network of radial basis function (RBF). It
is noted that the minimum amount of training sample (L) for TM should be 2 times higher than the
number of input neurons (#), that is L = W/ &. For BSP and RBF, the amount of the training sample is
calculated as follows L = W /& : where W is the number of synaptic connections & is the allowable
training error. In what follows, an attempt was made in [12] to determine the optimal structure of the BSP.
It is stated that the number of hidden neurons determined experimentally is equal tom =10. In this case,
the number of output neurons is 2. Accordingly, the required volume of the training sample of the TM is
L =82 examples, and for BSP and RBF at £ =0,1 isL =(m(n+3)+2)/&=4420. Therefore, the

optimal type of neural network model is TM. We have to note that the correctness of the calculated values
raises doubts, because according to the NS theory [17], given the accuracy of training, the number of
hidden BSP neurons directly depends on the size of the training sample. Later in [12], the structure of the
TM is optimized. The criterion for maximizing the accuracy of training is implicitly used. The procedure
for preliminary processing of input parameters is also used.

Adaptive system for the detection of attack (ASDA) is described in [19]. The system is designed to
recognize network attacks and is based on the joint work of the TM and MSP performing the tasks of
clustering and classification of data. Detection of attacks, which is carried out in several stages, became
possible due to the fact that the database of the expert system was updated with information about changes
in the behavior of a particular object for a certain period of time. It is proved that the optimization of the
architecture will improve the accuracy and efficiency of recognition. As the input data, the parameters of
the network traffic using the TCP protocol are used. In order to process the input data, a sliding time
window method was used. TM is used for preliminary processing of data arriving at the MSP input in
order to compress and increase the information content. A mathematical expression for calculating the
neuron detection frequency in position (i, j) as the winner neuron is given:

a j— ‘+f'— +f;'+x‘+f;"+x
ﬁ":f'+z =X, Lj—X 5J >J
b/ " x=1

1+x

where f; ; - the number when the neuron at position (7, j) was the winner neuron, r - distance between
cluster centers, x - length of input vector.
In the future, this frequency is used to determine the centers and boundaries of clusters. The structure

of MSP is optimized in terms of the volume of controlled resources.
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Neural network technology for detection and classification of network attacks (VKMA) is
described in [23]. In this technology, the use of a three-layer NS is suggested, which is trained by the
method of back propagation of the error. In this case, a separate NS is used to recognize each type of
network attacks. As input parameters it is suggested to use the parameters of network traffic on the TCP /
IP protocols. As a training sample, it is proposed to use data from the KDD-99 database. The verbal
description and fragments of the program code for preparation of the input data from this database to the
type of the input parameters of the NS are given. At the same time, one of the training objectives is to
reduce the volume of the training sample of the NS. There are no descriptions of approaches on
optimizing the architecture and parameters of the neural network model.

The method for recognizing anomalies of network traffic (PANT) is developed in [1]. The
method provides the use of the MSP type NS. As input NS data, IP headings datagram parameters are
used. The choice of the architecture of the NS is based on the statement about the high approximation
possibilities of MSP. The MSP consists of three layers of neurons. The number of neurons of the first
(input) layer is 18, which is equal to the number of parameters of the headings of the IP datagram. The
number of neurons in the output layer is 2. The output of neuron Nel is responsible for the presence of an
anomaly, and the output of neuron Ne2 for the safe state of network traffic. Expressions for calculating the
number of neurons in a hidden layer are given. Thus, the method provides for optimization of the
architecture parameters of the NS. In order to simplify the creation of a representative sample, a method
for specifying signatures was developed, which aim is to introduce additional artificially created
signatures that describe a priori anomalous traffic. Thus, in this method, it is possible to implicitly use
expert data on network attacks.

Algorithm of traffic parameters transformation (ATPT) is described in [2]. The algorithm is
designed to obtain input data from the network traffic for a neural network system for detecting network
attacks. As the input information of the specified algorithm, the parameters of the TCP session are used.
Transformation of traffic parameters is used to reduce the number of input parameters of the NS and
increase their informative content and is implemented using a mathematical apparatus based on the
method of main components. In ATPT, the optimization of the architecture and parameters of the neural
network model is not provided. We also note that works [3, 11] have a similar character.

Neural network technology for detecting network attacks (TOMA) on information resources is
described in [8, 9, 19]. The technology provides a compression module for input data, which is based on
the application of the neural network analogue of the main component method — a recirculating neural
network (RNN) with two layers of neurons. The structure of the RNN is shown in Figure 2.

Figure 2 - The structure of the recirculating neural network

The first layer, consisting of k neurons, allows us to control the number of information signs (x), and
the second layer of n neurons allows us to filter data (x’). The settings of the first layer allow us to obtain
a form of representation of the input n-dimensional object compressed to k attributes, that is, to determine
the k principal components.
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In the method, by means of numerical experiments, the possibility of using TM and MSP to detect
network attacks, which signatures are presented in the KDD-99 database is proved.

Neural network system for detecting computer attacks based on the analysis of network traffic
(NNSDQ) is described in [16].

The development of a method for analyzing input traffic based on a three-layer NS is declared. It is
shown that the calculation of the topology of the NSM should be implemented taking into account the
Vapnik-Chervonenkis measure of the form:

KxN<VC, <N, x(1+IgN,),

where N — size of the data at the input; K — number of neurons in the hidden layer; N,, — total number of
network weights; N, — total number of network neurons.

The results of training and testing of the projected NS are given, which show the possibility of its
successful application for solving the problem of detection of network computer attacks. It has been
suggested that the best results can be obtained in computer systems using a limited set of network
software, which makes it possible to form the signs of normal behavior for detecting attacks more
effectively.

In [16], a method for detecting intrusions into an information system based on neural networks
(MDI) was proposed. This method is based on a combined application of methods of searching for an
attack signature and detecting anomalies in the user's work. In the process of developing the method, an
approach to solve the problem of classifying images is proposed, which consists of presenting input data
in the form of signatures and assigning them to attack classes or to safe user actions using the NS. Based
on the model of safe operation of the user in the IS and the proposed approach to simplifying the task of
processing information, the structure of the neural network attack detection system was synthesized. Also,
research was carried out to determine the optimal parameters of NS training algorithms, including the
choice of methods for the formation of representative training sets, the assessment of the quality of NS
functioning, and the search for optimal parameter values.

A scheme for detecting network attacks based on the combination of neural, immune and
neuron-inaccurate classifiers (SDNA) was proposed in [3]. The main features of the proposed scheme
are a multilevel analysis of network traffic, as well as the use of various adaptive in the detection of
attacks, including neural network and modules. In order to reduce the number of features used for the
analysis, it is suggested to apply the principal component method. Computational experiments on two
open data sets using various methods of combining classifiers were performed.

Neural network methodology for assessing the safety parameters of Internet-oriented
information systems (NISM) is presented in [12]. Among the analyzed papers, this work is the most
fundamental. It comprises the further development of theoretical propositions of constructing the NNT for
assessing the SP, which aims at the developed approaches to the recognition of gradual and unexpected
cyber attacks, the determination of the optimal type of NSM, the appropriateness of using the NNT, the
classification of statistically similar cyber attacks, the application of production rules for the presentation
of expert knowledge, parameters of NNT effectiveness assessment. Also, models for the creation and use
of the NNT for assessing the SP have been developed, which allow us (through the application of the
developed theoretical provisions): to determine the list of assessed SP, to create behavior templates
adapted to the complex nature of the SP, and to reduce the resource intensity of the creation of the NSM.
On the basis of these models, a number of methods that make it possible to increase the efficiency of the
use of the NNT have been developed. So the method of representation of expert knowledge for the NNT
for assessing the SP allows us to provide prompt recognition and expand many types of cyberattacks for
which there are no statistical data. The method for determining the time characteristics of the use of the N
NNT for assessing the SP due to the use of the developed analytical dependencies of the determination
between the expected and permissible development periods provides the opportunity to determine the
appropriateness of using these means. The method of designing a behavior pattern makes it possible to
reduce the error in the training of the NSM in 1.5-2 times. The method for determining the effectiveness
of developing neural network tools for assessing safety parameters through the application of the
proposed parameters for assessing the effectiveness and the formed integral indicator of efficiency allows
us to choose the most effective means. The application of the method enabled to determine that the typical
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shortcomings of the known NNT are the insufficient validity of the use expediency, the inability to use
expert data, and the empirical choice of the type of NSM.

Based on the interconnected use of the developed approaches, models and methods, a comprehensive
methodology for the neural network estimation of the SP has been developed, which allows us to
significantly expand the NNT functional capabilities and to select the most effective means.

From the position of the aim of the research, the proposed list of parameters characterizing the
effectiveness of the NNT is the most interesting in this work. We have to note that the lack of this list is
caused from the rather general character of the paper [12], which is aimed at evaluating the SP for
recognizing a wide range of cyber attacks and vulnerabilities of Internet-oriented IP. Therefore, taking
into account the above limitations, proposed list is largely superfluous at evaluating the NNT for
recognizing cyber attacks on RIS network. At the same time, it does not fully take into account the
specifics of assessing the effectiveness of the NNT in the recognition of network cyber attacks.

The basic characteristics of the analyzed neural network methods and models are given in Table 1.
Analysis of the data in this table indicates that BSP and TM are used as the basic types of neural network
models in most of the known neural network systems for recognizing network attacks.

In addition, as a result of the analysis it was established that the efficiency of modern neural network
methods and models is improved by providing them with certain capabilities that are characterized by the
following parameters: P, - preliminary processing of incoming parameters, P, - optimization of the
architecture type, P - optimization of the training method, Py - the possibility of using expert rules,
P.ua - the possibility of using classical and perspective types of neural network architectures in method,
P, - the possibility of a principled assessment of the appropriateness of using the NS for the solution of
the task.

Also, the conclusion that the effectiveness of neural network recognition tools depends on the
completeness and representativeness of the training sample was made, which is used to train the basic
neural network models. This conclusion is formulated on the basis of an analysis of the results of [21],
which substantiates the method of using NS to recognize voice signals. Due to this, the use of the Py,
parameter, which is intended to assess the mechanism of formation of the training sample, which is used
in the NNT, is suggested.

The values of the proposed parameters in the first approximation can be estimated by a binary scale
of 0 or 1. The parameter is equal to 0 when the corresponding possibility in the NNT is not provided and 1
is in the opposite case. For the analyzed cases, the values of these parameters are given in Table. 2. At the
same time, P,; = 0 for all analyzed methods. That is, in most of the analyzed methods, the procedure for
forming the sampling sample has not been implemented. In addition, the use of the proposed criteria
enables to determine the integral indicator of the effectiveness of the NNT (Egx) using the following
expression:

Ey :ZaiEi ) (1)

where a; — weight coefficient of i criterion.

In general, the definition of weight coefficients requires a separate study, and in the basic version we
assume that ; =1. Also we have to note that the basic list of parameters can be further extended.

We note that the practical value of the data in Table 2 consists in outlining the shortcomings and
prospects for improving modern neural network methods and models. For example, the values of P,, = 0
indicate that the shortcomings of the NNSID method include an inadequate optimization of the
architecture type of the neural network model. This indicates the possibility of appropriate improvement
of these methods. In this case, the value of the parameter Py enables to estimate the integral efficiency of
the neural network method. Also, as a result of the analysis proved that in modern SRC, classical types of
neural network models are mainly used, which are adapted to the conditions of the task to some extent.
This allows us to narrow the range of permissible neural network models, which in turn enables to
increase the efficiency of determining the neural network model, which is optimal from the point of view
of the task. Thus, it becomes possible to increase the efficiency of the establishment of appropriate SRC.
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Table 1 - Basic parameters of neural network tools

NM type
Ne Method NMD
BSP KN ™ NME, ANM | NNM |BNNM| RNN [ Alltypes
1 ATPT - - - - - - - - +
2 Simple classification
3 NNSID
4 TDNA * ) ) B ) ) ) ) B
5 RANT
6 Semantic classification - - + - - - - - -
7 NNHS
8 CATC
9 |ADNA - - " - - - - - -
10 ASDA
11 MDD - - - - - + - - -
12 BNNM - - - - - - + - -
13 NTDCNA - - - - - - + -
14 MDI + - - - - - - - -
15 NNSDC + - - - - - - - -
16 NNHS + - + - - - - - -
17 SDNA - - + - - - - - -
18 NNMASP + + + + + + + + +
Table 2 - The parameters characterizing neural network methods and models
Ne Method Parameter
PHO POTa POHH POMH PBel’[ PMHa PUHB POB PZ
1 ATPT 1 0 0 0 0 0 0 0 1
Simple classification, 1 0 0 0 0 0 0 0 1
Semantic
classification
3 NNSID 0 1 0 0 0 0 0 0 1
4 TDNA 1 1 0 0 0 0 0 0 2
5 RANT 0 1 1 0 0 0 0 0 2
6 INA 0 1 1 0 0 0 0 0 2
7 INA 1 1 0 0 0 0 0 0 2
8 CATC 1 0 0 0 0 0 0 0 1
9 ADNA 1 1 0 1 0 0 0 0 3
10 ASDA 1 1 1 0 0 0 0 0 3
11 MDD 0 1 0 1 0 0 0 0 2
12 BNNM 0 1 0 1 0 0 0 1 3
14 NTDCNA 1 0 0 0 0 0 0 1 2
15 MDI 1 0 0 0 0 0 0 0 1
16 NNSDC 1 0 0 0 0 0 0 0 1
17 NNHS 1 0 0 0 0 0 0 1 2
18 SDNA 1 0 0 0 0 0 0 1 2
19 NNMASP 1 1 1 1 1 1 1 0 8

Conclusions

The list of parameters is determined and the mechanism of their use for an assessment of integrated
efficiency of development of modern neural network methods of recognition of cyber attacks is formed.
This allows us to determine the shortcomings of these methods and models, identify promising directions
for their improvement, and increase the effectiveness of the systems created on their basis. In addition, the
possibility of limiting the range of permissible neural network architectures that are used in detection
systems is shown, which makes it possible to increase the efficiency of the creation of these systems. It
has also been determined that one of the most important areas for improving the neural network methods
of recognizing cyberattack is the development of the procedure for forming a training sample.
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MAPAMETPHI OHEHKH Y®®EKTUBHOCTU HEMPOCETEBBIX
CPEJACTB PACIIO3BHABAHUSA KUBEPATAK HA CETEBBIE PECYPChbI
NHPOPMAIIMOHHBIX CUCTEM

AnHotanusi. OTHUM U3 OCHOBHBIX MPEISITCTBUN IIMPOKOMY BHEPEHHIO HEHPOCETEBBIX METO/IOB M MOJIENIeH B
cUCTEeMax paclo3HaBaHUS KuOepaTak Ha CeTeBble pecypchl MH()OPMALMOHHBIX CHUCTEM SBIISIETCS OTCYTCTBHE
rapamMeTpoB Ha OCHOBE KOTOPBIX MOXHO OLEHUTh X 3(dexTruBHOCTH. Takke OTCYTCTBYIOT U MEXaHU3MbI OLEHKH
3 peKTUBHOCTH TaKkoro BHexapeHus. Jlns pemieHus 3ToW HpoOJieMbl ObLT NMPOAHAIN3UPOBAH INUPOKHN CIIEKTD
COBPEMEHHBIX HEHpPOCETEeBBIX METOJIOB M MOJEJel, NPUMEHSeMbIX B CHCTeMax pacro3HaBaHus. OmnpeneneH
IepeueHb MapaMeTpoB U pa3padOTaH MEXaHW3M HMX HMCIOJIB30BAHUS JUIA OLEHKH 3(QEKTUBHOCTH Pa3palbOTKH U
BHIOOpa yKa3aHHBIX METOZOB M MOAeNel Npu NMOCTPOSHHMH YyKa3aHHBIX CHUCTEM pacro3HaBaHus. IloiydeHHBIE
Pe3yJIbTaThI MO3BOJISIOT OMPEACIUTh HEOCTATKH COBPEMEHHBIX HEHPOCETEBBIX CPEACTB OOHAPYKEHHsI Knbeparak u
CPEACTB OOHAPYXKEHHs YS3BUMOCTEH M OMNPEACIUTh NEPCIEKTHBHBIC IMMYyTH WX COBEPIICHCTBOBaHHs. Takxke
OIPEJIeNICHO, YTO OJHU M3 OCHOBHHUX IyTEH YCOBEpIICHCTBOBaHHS HEWPOCETEBBIX CPEICTB SIBJISETCS pa3paboTKa
MeXaHU3Ma IIOCTPOEHUs 00ydaIel BEIOOPKH .

KiwueBble cioBa: 0e30macHOCTh HMH(OpMAIMK, BBUIBICHHS KuOeparak, HHGOPMALMOHHASA CHCTEMAa,
HelpoceTeBble MOJIEIH, HEHPOCETEBBIX METO/I, TapaMeTp 0e30I1acHOCTH.

Beenenue

B coBpemennbix ycnoBusix 3ddextuBHOE (YHKIIMOHUPOBAHHE CHCTEMBI 3allUThl HWH(OpMAIUU
HEBO3MOXHO 0€3 MCTIOIb30BaHUS HHTEIUICKTYATM3UPOBAHHON CHCTEMBI pactio3HaBaHus kubdepaTtak (CPK)
Ha cereBble pecypchl mHPopmanuoHHbX cucteM (PUC) [11 12, 22]. Ilpu sTtom omHuM U3 Hambojee
MEpPCHEeKTUBHBIX HampaBieHuil pa3Butus Takux CPK PUC sBnsercs mpumMeHeHHE B HUX MoAeNed U
METO/MOB, Oasupyromuxcs Ha Teopum HeWpoHHBIX cereid (HC). Yka3zaHHBIE MOIenM W METOJIBI
HCIIOJIB3YIOTCS B KOHTYypax pacmo3HaBanus CPK u B cooTBeTcTBHU ¢ pesynbraramu [9, 21] mo3BOMISIIOT
3HAUUTENFHO MOBBICUTH TOYHOCTH pacmo3HaBaHus. [lepcrekTHBHOCTH HelpoceTeBbix cpeactB (HCP)
pacmo3HaBaHUsl TONTBEPKIACTCS WX WCIOIH30BAHHEM B XOPOIIO ampoOWpOBAaHHBIX MPOTPAMMHO-
ammapatabelx CPK xommanun Cisco u 60NBIINM KOJUYECTBOM TEOPETHUECKUX U MPAKTUYECKUX PabOT B
JAHHOM HalpaBJeHUH, 0030p KoTopwiX mpenctaieH B [9, 11,1 12]. Bmecte ¢ Tem paszHooOpasue
petreHuii, mpuMensieMbix B coBpeMeHHbIXx HCP, Gonbpiroe koiamaecTBo (pakTopoB, KOTOPHIE BIUSIOT HAa UX
AKCINTyaTallMOHHBIC XapaKTePUCTHUKH, HEAOCTYTHOCTh onricanms komMmepueckux HCP CPK 3naunrensHO
YCIOXKHSIOT OLUEHKY 3(QQEeKTUBHOCTH WX HCIOIB30BaHUS, YTO B CBOIO OYepenb cyxkaeT cdepy ux
MPUMEHEHUS B OTEYECTBEHHBIX CHCTEMaX 3amuThl HHpopMmanwn. [Ipu 3ToM cpenu npoaHaIn3upoBaHHOTO
MHOXecTBa pabor [1-24], Tompko B paborax [12] mpemroxeH 0a30BBIi HabOp MapamMeTpoB U
Oasupyromuiics Ha HHX MeTonl OIeHKH 3¢dexktuBHoct HCP oneHku mnapaMeTpoB 0€30MacHOCTH
HHTepHEeT-0pueHTUPOBaHHBIX HMHGOPMANUMOHHBIX cucteM. OpfHako pemeHus [12] umeroT oOmmii
XapakTep, OPUEHTUPOBAHBI HA PACIIO3HABAHMS HE TOJIBKO IIMPOKOTO CIIEKTPa pasHOOOPa3HBIX KHOeparTak,
HO Y paclo3HaBaHHs ysA3BUMOCTeH VHTepHET-OpHEeHTHPOBAaHHBIX WH(GOPMAIIMOHHBIX CHCTEM, a
CIIeZIOBATENbHO TPEOYIOT aJanTaliy K OTeUYSCTBEHHBIM YCIOBHUIM paclio3HaBaHUsl KHOepaTak Ha CETEBbIC
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PUC. B cBA3M C 5TUM WHeJbI0 JAaHHOM CTaThbU SBISETCA HUCCIENOBAaHUE HEHPOCETEBBIX CPEACTB
pacmo3HaBaHusl KuOepaTak Ha CeTeBble pecypchbl WH(GOPMAIIMOHHBIX CHUCTEM C IIeNbI0 (OPMHUPOBAHUS
Habopa yHHMBEpCAJbHBIX MapaMeTpOB, 3HAUEHHS KOTOPHIX MO3BOJSIOT KOJMYECTBEHHO OLICHHUTH
3¢ (eKTUBHOCTD UCTIOIB30BAHUSI TAKUX CPEJICTB.

HccaenoBanne HeiipoceTeBBIX CPeICTB PACHO3HABAHMS KHOepaTak Ha ceTeBble pecypchl
HH(OPMALMOHHBIX CUCTEM

Pesynprater [1, 10,11] yka3piBaroT Ha TO, 4YTO HepoceTeBOe pacro3HaBaHHE KMOepaTak Ha CETEBbIE
PUC cBommtcst K omeHKE MHOXKecTBa mapaMmeTpoB Oe3omacHocTH (I1B), KOTOphIe KOHTPOIHUPYIOTCS Ha
skcrutyatanuu. [Ipu stom Tepmun [16 PUC xapakrepusyer GU3NUECKyI0 BEIUYHHY, KOTOpas MO3BOJISIET
OIICHUTH 3alMIeHHOCTh cereBoro PUC [12], a mox tepmuHOoM kuOepaTaku Ha ceteBoit PIC monmmarot
peann3anuioo B KUOEPHETHYECKOM IPOCTPAHCTBE YIrpo3 0e30MacHOCTH ero KOMIIOHEHTOB (2 HMMEHHO
KOH(HUICHIINANBHOCTH, IIEIOCTHOCTHA M TOCTYIMHOCTH) C YUETOM HX YS3BHUMOCTeH. OCHOBHBIM OTIMYHEM
TaKOTo poa KuOepaTak SBISIETCS CETEBOM MEXaHU3M HX ocymiecTBieHus. OTMETUM, YTO B JIHTEpaType
Takhe KuOepaTakd IOCTaTOYHO YacTO Ha3bIBalOT ceTeBbIMU aTakamu. HCP mpenHasHaueHHBIE AN WX
pacmo3HaBaHus JOJKHBI OBITH MpemHa3HadeHbl s OIleHKH [1b, KOTophle COOTHOCSTCS C ImapaMeTpamu
CETEeBBIX COEOUHEHHH, KOTOphIE KOHTPOJHMPYIOTCS Ha OJKCIUTyaTallMd. YKa3aHHbIE MPEIIOCHUTKU
MO3BOJIMJIM OTPAaHUYHUTDH TIepeueHb UCCIIEIOBAHHBIX Pa0OT TOJIBKO TEMH, pabOTaMu KOTOpPBIE MOCBSIICHBI
npumenennto HC nns pacnio3HaBaHus ceTeBBIX aTak. OTHIIEM MTOTyYeHHbIE Pe3yIbTaThI.

MeToabl NPOCTOl M ceMAHTHYeCKO# Kiaaccu(pUKanMM ceTeBBIX aTak. MeToabl pa3paboTaHbl B
pamMKax HeHpOCeTeBOW TEXHOJIOTUH OINPEAENCHHs] CETEBbIX KOMIBIOTEPHBIX aTak C IOMOILBIO
MPOrpaMMHOTO KOMILIeKca «Snorty, omucanHoro B pabote [25]. TexHonorws mpexycMaTpuBaeT
WCITOJIB3BOAHHUE JBYX HEHPOCETEBBIX METOIOB ONpeIeIcHHs aTak — mpocToii kiaaccupurxamuu (IICA) u
cemanTHyeckoii kiaaccupuxanum (CCA). B xauecTBe BXOJHBIX TapaMeTPOB UCIOIB3YIOTCS TapamMeTphl
CETEeBBIX IAKETOB TPAHCIIOPTHOTO ypoBHS creka mpoTokoioB TCP/IP. B meronme TICA wucmonb3oBaH
MHoTOocHorHEIH nepcneTpoH (MCIT) ¢ 10 BXoaHBIMI HEHpOHAMH U 2 HEHPOHAMH B BBIXOIHOM cioe. J[ist
ONTHMHU3ALMK KOJMYECTBA CKPBITBIX HEHPOHOB Tpejyiaraercs TMNpUMEHEHHE TaK Ha3bIBaeMbIX
«KOHCTPYKTUBHBIX aJIropuTMOB». IIpuBeneHO MaTeMaTH4ecKoe BBIpaKeHHE Ul pacdeTa KOpPPEKIMH
BECOBBIX KOA((DUITUEHTOB HEHPOHOB BBIXOTHOTO CJIOS

Awy (1) = =11(y, () = f (x)@ (v, (), »
rae 77— ko3 uueHT ckopocT 00y4eHus, 77— HOMEp HEHpOHA B BBIXOJHOM CIIO€, [ — HOMEp yueOHOU

UTEpalMu, Vv, — HHPOPMALMOHHOE MOJIE, MOJYYEHHOE Ha BXOJA€ (YHKIMH aKTUBALMUM, ), —BBIXOJHOM

CHTHAJI N-TO BBIXOJHOTO HEWPOHA, ¢ — MPOM3BOAHAsS GYHKUNM aKTHBALUH, f(X;) — OXKHIACMBINH OT3BIB

i-TO HeWpoHa.

OTMeTHM OTCYTCTBHE JETANBHOTO ONKCAHUS Ipollecca ONTHMH3anny cTpykTypsl M. B meroge CCA
npejaraeTcs ucnosb3oBanue Tonorpadudeckoit kaptel Koxonena (TK). Beioop TK obocHoBBIBaeTcs ee
HEBBICOKOH pecypcoeMKocTh. B o0omx MeTomax mpenycMOTpeHa MeToIuKa 0oO0pabOTKH BXOIHBIX
MapaMeTpoB C IeJbI0 YMEHBIIICHNS KOIN4decTBa BXOJHBIX mapameTrpos HC.

HeiipocetreBasi cucremnl o0Hapy:kenus BTop:kenuii (HCOB) onmcana B pabore [24]. Cucrtema
opueHTHpoBaHa Ha ucnonb3oBaHne HC tuma MCII nnst pacno3HaBaHus ceTeBbIX arak. IIpuBeneHsl
pe3yNbTaThl 3KCIIEPUMEHTOB, IMMOATBEPKIAIOMNX 3()(PEKTHBHOCTh CHCTEMBI TPU PACIO3HABAHWW aTak,
CHUTHATYpBI KOTOPBIX TpeacTaBieHsl B 0aze KDD-99. Brioop taima HC 000CHOBaH ¢ TOYKH 3pCHHS
MaKCUMAJIbHOW BBIYMCIUTENBHON MONIHOCTH. Takke NpoBeAeHAa OJHOKPUTEPUATIBLHON ONTUMU3ALMS
apxutektypsl MCIL.

bunapubiii neiipocereBbix Metron (BHM) omumcan B pabore [15]. Merox mpumeHsercs s
peleHnst 3aJadd OOHAPYXKECHHUSl CETEBBIX arak. B OCHOBe MeToja JIeKHUT CrelnualibHas OuHapHas
HeiiponHas cets (BHC), koTopas umeeT ABa BaXHBIX CBOWCTBA. Bo-mepBhIX, MOJENb IPUCTIOCOOICHA ISt
pemreHuss 3ajgad, B KOTOPBIX BXOAHAas WH(MOpMAIUS WUMEET CIOXHYIH, MHOTOCBS3HYIO M JIaxe
(dpakTalbHyl0 CTPYKTYpY. BO-BTOpBIX, MeTOl 0OydYeHHs MOJIETH SIBIACTCS MPSIMOW BBIYUCIUTEIHLHON
NpOLEAYPOH W HE CBOOUTCSA K MOMCKY IJI00aIbHOTO SKCTpEeMyMa CIOKHOW HETMHEHHON (QyHKIHH, HE
HaKJIabIBAaeT HUKAKNX MPHHIWMHUAIGHBIX OTPAaHWYCHWH HA Pa3MEpHOCTh 3amadd. Takum oOpa3oM B
METOJIe TPEIyCMOTpPEH BHIOOp THIAa HEHPOCETEBOH apXHUTEKTYyphl MO KPHUTEPHIO anmpoOHPOBAHHOCTH B
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3aa4ax THIA W 10 KPUTEPHI0 MUHUMU3AIUHN UIMTEIBHOCTH oOydeHus. K coxaneHuro, B paboTte
OTCYTCTBYIOT 3KCIEPHMEHTAJIBHBIE IaHHbIE, YTO 3aTPyIHAET CpPaBHUTEIbHBIM aHanu3. B Merome He
MpeyCMOTPEHO NMPOBOAMUTH ONTHMU3aNHI0 cTpyKTypbl HC, Takke He NMpemxycMOTPEHO M NpUMEHEHHE
MPOIEAYPBI 00Pa0OTKU BXOJIHBIX JTAHHBIX.

MeToa BbIiesIeHUS CETEBBIX aTAK ¢ THIMYHOTO ceTeBoro Tpaguka (BCA), onucan B pabdote [13].
Meron mTpuMeHSeTCS ISl paclio3HaBaHWs CEeTeBBIX aTak. Ilpemmokeno mpumenenume aMCII c¢ 2
CKPBITBIMU CIIOSIMU HEHpOHOB. Bxonnoit cioii Takoro MCII coctouT u3 9 HeHpOHOB, a BEIXOAHOU CIIOW -
u3 1 meripona. Otmedeno, uto Bei0op MCII ¢ Takoi cTpyKTypoii 00BsicCHsIeTCS TPeOOBAaHUAMU THOKOCTH U
(GYHKIIOHATBHOCTA. TO €cTh HCIIONb30BaHO MHOTOKPHUTEPHANBHYIO onTHMm3anud cTpykrypel HC.
VYkazaHa HE0OXOJUMOCTh MPEIBAPUTEIBHON 00pPabOTKM CTATUCTHKH, HMCIIOJIB3YEMOW IUIsl Y4eOHOW u
TECTOBOH BBHIOOPKH.

Cnoco6 oonapy:kenusi DDoS-atak (CO/l), mpusenen B padote [18]. [IpemmoxkeHo NCTIONB30BaHAE
Heuetkux HC (HHC). Ilpeanosxenue ocHoBbIBaeTcs Ha mepcrekTuBHOocTH HC Takoro Tuma. AKIEHT
ctaButTcs Ha pacnozHaBanuu DDoS-araku tuna SYN Flood. Ins ¢opmanu3auny 3HaHMHA KCIEPTOB O
DDoS-artaku ObIIO CO3[JaHO 5 TUHTBUCTUYECKHUX MEPEMEHHBIX, KaX/1as U3 KOTOPBIX XapaKTepU3yeT OHY
M3 KOMIIOHEHT BEKTOpa IapaMeTpOB CETEBOTO TpaduKa, WCHOIB3yeTcs A (popMHpPOBaHWS BXOMHBIX
napamerpoB HC. K yka3aHHBIM TUHTBUCTUYECKUM MEPEMEHHBIM OTHOCSTCS:

X - Bpemst osTy4eHus makeToB, X , - MPOLEHT MAKETOB M3 Pa3INYHBIX BHEIIHHUX ip-aapecoB, X5 -
IPOLCHT TAKETOB C Pa3HBIX IMOPTOB, X, - NPOLEHT MAKETOB C MOBPEKICHHBIMH 3aroJIOBKaMH, O -

CTENCHb yBEpeHHOCTH. Pa3paboraHbl npeankarHele nmpaBuwia Buga: Ecim X, = «Gonpmoity — Y —
«BbIcOKasy. CTpyKTypa Knaccudukaropa rmokasaHna Ha puc. 2.

Pucynok 2 - Cxema HeueTkoro kinaccuduxaropa s Beisiinerns SYN Flood-arak

Ha puc. 2 cumBonom o6o3HaueHo HeueTkui Heiipon «UJIN», cumBonoM - HeueTkuid Helipon "MN", a
obosnauenue tLittle, tMiddle, tHigh, extraLittle, extralots, pLittle, pLots, dhLots coorBercTByrOT
(GYHKIMSIM aKTHUBAIIMH HEUETKUX NepeMeHHBIX. lIpemoskeHo mpeacTaBuTh HEUETKHH Kiaccupukarop B
Buge HC ¢ mpsMbIM pacnpocTpaHEeHHEM CHUTHAjla, KOTOpas YYUTCS € IOMOMIBI0 MOIU(DHUIUPOBAHHOTO
anropuTMa OOpaTHOTO pacmpocTpaHeHus omuOku. Moaudukanus 3akioyaeTcs B TPUCTIOCOOICHHUU
KJIACCHYIECKOTO aJTropuTMa K HeueTKnM HerpoHaMm «M» n «MJIW». Takum oOpa3oM, OCHOBHBIM OTIIMYHEM
MpeIaraeMoro crocoba OOHApyKEHUs SBJISAETCA BO3MOXKHOCTh NpUMEHeHHs s o0yueHus HC
9KCTIEPTHBIX 3HAHUH.

Metoa mcenonb30BaHUsA HelipoHHOH ceTH rudpuaHoil cTpykTypbl THna CounterPropagation
(HCI'C) omucan B paborax [5, 21]. Metoa mpeaHa3HaueH ajisi OOHApYKCHHS CETEBBIX aTaKk Ha BeO-
cepBep. Ocobennoctpio cetn CounterPropagation sBistbess komOunamuss TK ¢ MCIL. Bxogabivu
JTAHHBIMU METOJIa SIBJISIFOTCSI MapaMeTphl CeTeBOTo Tpaduka, rnepenaBaemoro mo mnportokonam [P, TCP,
HTTP, HTTPS, CGI, SQLNet. B meTonme mpemycMoTpeHa Tpolleaypa IMpeaBapuTEIbHOW 00pabOTKH
BXoAHBIX mapamerpoB HC 3a cuer mpexacraBieHus ux B BuAe rpaduueckux oOpa3oB (mudorpam),
KOTOpBbIE HCIONB3YIOTCS B KOTHUTHUBHOH rpaduke. llenpio mpenBapuTenbsHOH OOpabOTKH SIBISETCS
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MUHUME3AIMS ~ Pa3MEPHOCTH  BXOJHBIX  JaHHBIX. ['padudeckoe TpeACTaBICHHE  OMPEIEITIO0
HEOOXONMMOCTh, TpUMEHEHHs B Mertonme ciiosi Koxonena. Mcmomp3oBaHWE MEPCENTPOHHOTO CIIOS
000CHOBAaHO C MO3WIHUH BBIYHCIUTENBbHON 3()(eKkTUBHOCTH. TakuMm 00pa3oM, METOJOM IpPesyCMOTPEHO
MHOTOKpUTepHaibHas ontuMmuzanus tuna HC W ogHOKpUTEepHallbHAsS ONTHMH3AIMS MapaMeTpoB ee
apXUTEKTYpHL. Taxke B METO/Ie MPeAyCMOTPEHA MPOIeAypa MOMCKA ONTHMAIFHBIX TTApaMETPOB 00YICHHS
HC, xotopas mo3Boser 10 10 pa3 yMEHBIIUTH BETUINHY OMIMOKH PACIIO3HABAHUS aTaK.

MeTon nocTpoeHusi COBOKYNHOro kiaccupukaropa tpapuxa (IICKT) npennoxen B pabote [9].
MeTton mpegHa3zHadeH IS MepapXU4ecKod KIACCH(pHUKAINH KOMITBIOTEPHBIX aTak Ha WH()OPMAIMOHHO-
TEJIeKOMMYHHKAIIMOHHBIe ceTH. OCOOEHHOCThIO JAaHHOTO METOJa  SBJSETCS  HCIOJb30BaHHE
MaTeMaTUYeCKOTO METO/1a TJIABHBIX KOMIIOHEHT ISl CKAaTHS CTATUCTUYECKUX NAHHBIX, UCIOJIb3YEMbIX B
kadectBe oOydatomieit BbiOopkm HC. B Merome wucmomb3oBaHO oObenuHeHHE W3 22 HEHpPOCETEBBIX
JIETEKTOPOB, KXKABIN M3 KOTOPHIX 00YYEeH paclo3HaBaTh ONPEIeTICHHbII THIT aTaku, IPUBEICHHBIN B 06a3e
nmaaHeix KDD-99. [lerekrop mpencrasisier coboit Tpexcioinyto HC ¢ 12 BxogHbiMu HelipoHamu u 2
BEIXOJIHBIMH HEHpPOHAMH, OIWH M3 KOTOPHIX OTBEUaeT 3a HaJM4YWe, a BTOPOUM 3a OTCYTCTBHE aTaku. B
Ka4decTBe CKPBITOTO CIIOS MCHOJB30BaHO cioii KoxoneHa. OTMeTHM, 9TO OOOCHOBaHHE apXHUTEKTYPHI U
napaMeTpoB HEHpOCeTeBOro AEeTeKTopa He mpuBeneHBl. Ilpn oOHapyXeHHH OETEeKTOPOM aTaKd BBIXO.
MEPBOT0 BBIXOJHOTO HelpoHa paBeH 1. [l mpenoTBpallleHus] CUTyalluH, KOT/1a HECKOJIBKO JIETEKTOPOB
OTHOBPEMEHHO CHTHAJIM3UPYIOT O COOCTBEHHOM THII aTaKW, HAa BTOPOW BBIXOJ KaXAOTO W3 HHUX
nepegaeTcd MUHUMAaNbHas €BKINI0BO PACCTOSHUE MEX/Ty BXOJHBIM 00pa3oM (BXOAHBIMH MapaMeTpamH -

X;) ¥ BECOBBIMU KOO PHUIIUCHTAMI CKPBITBIX HEHPOHOB (W ;)

: 2 2
E; —mim\/(x1 —WLJ-) +...(x12 —le,j) .

B pampHeiimem knaccuduImpyercs araka, NETEKTOpP KOTOPOW HMMeeT MHUHHUMAIIbHOE EBKIHIOBO
paccrostarie. B Merome TICKT Takke B HEIBHOM BHAC MPEITyCMOTPEHO ONTHMH3AINIO OOyUYEHUS W
(YHKIMOHUPOBAHUS HEHPOCETEBOTO IETEKTOPA.

HeiipocereBoii moaxoa k BbisBJIeHUI0 ceTeBbIX aTak (IIBCA) Ha KOMIBIOTEpPHBIE CHCTEMBEL,
npuBelieH B padote [16]. AKIIEHT cTaBUTCS Ha paclO3HABaHWE aTaK, CUTHATYPHI KOTOPBIX MPEICTaBIEHBI
B bJ] KDD-99. CornacHo nanusix 3toit b/ konndyecTBo BXOAHBIX apaMeTpoB - 41. B kauectBe kputepus
BBIOOpa ONTHUMAJBHOTO THIMA HEHPOCETEBOW MOJAENIHM NPENI0KEHO HCIONb30BaTh MUHUMYM 00BbeMa
oOydatomeii BeiOOpku. [lyTem aHanmm3a JUTEpaTypHBIX HCTOYHWUKOB OMPEAENEHO, YTO K JOMYCTUMBIM
turtaM HC otHocsarcs TK, BILII ¢ omHUM CKPBITBIM CIIOEM HEHPOHOB M CETh pagualbHONW OasWCHOU
¢yukuun (Pb®). Otmeueno, uro mist TK MuHHMansHbIH 00beM oOyvaromiei BEIOOpKH ( L ) moymkeH B 2
pasa IPEBBIATh KOJMYECTBO BXOAHBIX HelpoHoB (72), Tectb L ~W /& . Jlna BIIIl u PB® o6bem
oOyuaroieil BLIOOpKH paccuntbiBaercs Tak L~ W /&, tne W - KOIHMYECTBO CHHANITUYECKUX CBS3EH, £
- momyctuMas omuOka oOyuyeHus. B manpHeimem B [12] cienaHa MombITKa ONpPEIeNUTh ONTHUMAIBHYIO
ctpyktypy BIIIIL. 3asBneHo, 4ro ompeneneHHOE HKCIEPUMEHTAIBHBIM ITyTEM KOJIHYECTBO CKPBITHIX
HeiipoHoB paBHo m =10. Ilpx 3TOM KOJMYECTBO BBIXOJHBIX HEWPOHOB paBHO 2. COOTBETCTBEHHO,
Heo0XoquMbIH 00beM obyuaromeii Beibopkr TK cocrasiser L =82 mpumepos, a s BIUIIT u PB® npu
=01, L=(m(n+3)+2)/&=4420. [TosToMy ONTUMAIBHBIM THIIOM HEHPOCETEBOW MO/IEIH BBIOpaH

TK. OTmMerum, 4TO NPaBWIBHOCTh PACCUUTAHHBIX BEJIMYUH BBI3BIBAET COMHEHUS, BEAb COIVIACHO TEOPHH
HC [17] npu 3amaHHOM TOYHOCTH 00yUYEHHS, KOIUYIECTBO CKPHITHIX HelipoHoB BIUIT Hanpsimyro 3aBUCHT
OT BeJIMYHMHBI oOydartomiell BEIOOpKH. B nanpHeiimem B [12] mpoBonuTcs ontumuszanus cTpykTypsl TK.
HesBHO MCTIOIB30BaHO KPUTEPHH MAKCHUMHU3AIMU TOYHOCTH 00ydeHus. Taxke NCIONb30BaHa MpoLeaypa
MpeIBapUTEIHHON 00pabOTKN BXOJHBIX ITapaMeTPOB.

AnantuBHasi cucrema oOHapyxenusi arak (ACOA) omnucana B padore [19]. Cucrema
MpeaHa3HAvYeHa /I pAcIiO3HABAaHHUsS CETEeBBIX aTak M Oaszupyercs Ha coBMmecTHou pabdore TK m MCII,
BBINOJHIIOIIMX 33Ja4d KiIacTepu3anuu M Kinaccudukamuu paHHbIX. OOHapyXeHue aTak, KOTOpoe
MPOBOAMTCS B HECKOJIBKO ATAIOB, CTATIO0 BO3MOKHBIM Onarogapsi TOMy, 4TO B 0a3y JaHHBIX 3KCIIEPTHON
CHCTEeMBl BHOCWIAach HH(popMmauusi 00 HM3MEHEHMSAX B IOBEICHMH KOHKPETHOTO OOBEKTa B TEUCHHE
HEKOTOPOTO OTpe3Ka BpeMeHH. JlOKa3bIBA€TCs, YTO ONTHMHU3ALUSA APXUTEKTYPHI MO3BOJIUT IOBBICHTH
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TOYHOCTH M ONEPAaTUBHOCTH PACIIO3HABAaHUA. B KadecTBe BXOMHBIX NaHHBIX HCIOJIB30BaHBI MapaMeETPHhI
cereBoro Tpaduka mo mporokony TCP. Jlns o0paOGOTKM BXOTHBIX JaHHBIX HCIIOJIBE30BAaH METO
CKOJIB3SIIET0 BpeMEeHHOro oOkHa. TK wWcmonbp3oBaHa Ui TNpEeABapUTENLHOW 00pabOTKH JaHHBIX,
noctynaromux Ha BXxoxg MCII ¢ memplo ux cxartus W HOBBILEHHS WHPOpMaTHBHOCTU. [IpuBemeHo
MaTeMaTH4YeCKOe BBIpaXCHHE IS pacdeTa 4acTOTHI OIpeleieHns HelpoHa B mo3unud (i, j) B KayecTBe
HEHpPOHA-TTOOCTUTEIIS:

i—x,j +ﬁ,j—x +f;'+x,j + i,j+x

1+x

.
ﬂi,j =fz-,,-+2
x=1

rae f; ; - KOIMYECTBO pa3 KOIla HEHPOH B MO3ULMH (i, j) ObUI HEHPOHOM-IIOOCAUTEIICM, 7" - PACCTOSIHHE

MEXIY LIEHTPaMH KJIacTePOB, X - AJHMHA BXOJAHOTO BEKTOPA.

B nmanpheiimem 3Ta yacToTa HCHIONB3YETCS Ui ONpeeNeHHs] LEHTPOB M TPaHMIl KIIACTEpPOB.
Crpykrypa MCII onTuMHu3HpoBaHa ¢ TOYKH 3pEHHSI 00beMa KOHTPOJIMPYEMBIX PECYPCOB.

HeiipoceTeBasi TexHos10rMs1 00HApYKeHUs U KiIaccuukanun cereBbix aTak (BKMA) onucana B
pabote [23]. B TexHOJNIOTHHM TIPEIIOKEHO HCIIONB30BaHUE TpexcioitHoi HC, xoTopas yIuTcs METOI0M
oOpatHoro pacnpoctpaHeHusi ommoOku. [Ipu 3TOM U1 pacmo3HaBaHMA KaXkJIOTO BHJIAa CETEBOM aTaku
npumensiercss otaenpHas HC. B kadecTBe BXOJHBIX NapaMeTpOB IpEeAsIaraeTcs HCIOJIb30BaHHE
mapamMeTpoB ceTeBoro Tpaduka mo creky mnpotokoioB TCP/IP. B kadectBe oOydaromieil BBIOOpKH
MpeaiaraeTcsi UCMoJb30BaTh AaHHBIC M3 0a3bl JaHHBIX KDD-99. IlpuBenceHbl CIOBECHOE OMHMCAHHUE U
(parMeHTHl MPOTPaMMHOIO KOJa AJISl MOATOTOBKM BXOJHBIX JAHHBIX M3 3TOH 0a3bl JaHHBIX K BUAY
BxoaHbeIx mapamerpoB HC. Ilpu 3TOoM omHOW M3 uenell MOATOTOBKM SIBISETCS YMEHBIICHHE 00beMa
obyuarommieit BeIOOpkm HC. OrmnmcaHus MTOAXOAOB K ONTHMH3AIMH apXUTEKTyphl W TapaMeTpOB
HEWPOCETEBOU MOJIENU OTCYTCTBYIOT.

Metox pacno3HaBanusa aHomauuii cereBoro Tpapuka (PAMT) paspaboram B pabote [1].
Meronom mnpenycmoTrpero wucmoib3oBanne HC tmma MCII. B kavectBe BxomHbIX maHHBIX HC
UCIIOJIb30BAHbI MapaMeTpbl 3arojoBkoB IP-nmeifrarpamm. Bribop apxurtextypst HC 0Gasupyercss Ha
YTBEPKACHUN O BBICOKHX aNNpPOKCUMALMOHHBIX BO3MOXKHOCTSIX MCII. MCII cocTouT u3 Tpex cloeB
HelipoHoB. KonuuecTBo HEHpOHOB HepBOro (BXOXHOTO) ciosi - 18, 4To paBHSETCS YMCIy MapaMeTpoB
3arosnoBka IP-nefitarpammel. KonnyecTBo HEHpOHOB B BBIXOJIHOM ciioe 2. Beixon HelipoHa Nel oTBewaer
3a HaJIM4Me aHOMaJIMH, a BBIX0J HelipoHa Ne2 - 3a Ge3omacHoe cocTosHue ceTeBoro Tpaduka. [IpuBeneHs
BBIp@KEHHUA U1 pacyeTa KOJIMYECTBA HEHPOHOB B CKPBITOM cjoe. Takum o0pa3oM, METox
IpeaycMaTpuBaeT ONTHMHU3ALMI0 napamerpoB apxurektypsl HC. Jlns ynpomieHus cosgaHus
penpe3eHTaTUBHON BBIOOPKH pa3paboTaH METO[ YTOUHSIOMIUX CUTHATYpP, CYTh KOTOPOTO 3aKII0YaETCs BO
BBEJCHUM JOINOJHHUTEIBHBIX HCKYCCTBEHHO CO3JaHHBIX CUTHATyp, OIMCHIBAIOIIMX  arlpHOPHO
aHoManbHBIN Tpaduk. Takum 0Opa3oM, B METOJE B HESIBHOM BUZAE BO3MOKHO HCIIOJIb30BAaTh IKCIIEPTHHIE
JTAaHHBIE O CETEBHIX aTak.

AJjroput™M npeodpazoBanusi napamerpoB tpaduka (AIINT) onucan B pabore [2]. Anroputm
NpeIHa3HauYeH Ui TMOJyYeHHs M3 CeTeBOro Tpaduka BXOAHBIX ITaHHBIX IJIS HEHpPOCETEeBOM CHUCTEMBI
oOHapy>KeHHUs CeTeBBIX aTak. B kauecTBe BXOIHON MH(OpMAIMU YKa3aHHOI'O aJrOpUTMa HCIOJNIB3YIOTCA
napametpsl TCP-ceccun. [IpeoOpazoBanue mapameTpoB Tpaduka MPUMEHSETCS C Ledbl0 YMEHBIICHHUS
KOJINYECTBa BXOAHBIX napameTrpoB HC u yBenmueHus MxX HHGOPMATUBHOCTH M PEAIU3YETCS C MOMOIIBIO
MaTeMaTHYEeCKOro arrmapara, OCHOBAaHHBIM Ha MeTojie MIaBHbIX KoMmmoHeHT. B AIIIT ontumuzanus
apXUTEKTYPHI U MTapaMeTpOB HEMpoceTeBOI MOJeNN He peaycMoTpeHa. Takke 0TMETHM, 4To paboTHI [3,
11] uMeroT aHAJIOTUYHBIN XapakTep.

HeiicerBasi TexHoJiorusi ooHapy:keHusi cereBbix atak (TOMA) Ha nH(DOpPMAITMOHHBIE PECYPCHI,
omucana B [8, 9, 19]. B TexHOmOrMU MperyCMOTPEH MOAYJNb CXKaTHS BXOTHBIX IAHHBIX, KOTOPBIH
OazupyeTcst Ha MPUMEHEHUN HEHPOCETEeBOTr0 aHajlora MEeTo/ia TIIaBHBIX KOMIOHEHT - PELUPKYISILIUOHHON
HelipoHHo# cetn (PHM) ¢ nByms cnossmu HelipoHoB. CtpykTtypa PHM okazana Ha puc. 2.

— 3 ——
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Pucynok 2 - CtpykTypa pequpKyISIUOHHONH HEHPOHHOU CeTH

[lepBsIit cio#, cocTosmmii M3 k HEMPOHOB, MO3BOJSAET YIPABIATH KOJIMIECTBOM WHGOPMAIIMOHHBIX
MPU3HAKOB (X), a BTOPOM CJIOM M3 n HEHPOHOB TO3BOJIIET MPOBOIUTH (PHIIBTPAITMIO AAHHBIX (X’).
HacTpoi#iku mepBOro cjosi MO3BOJSIFOT IOJIYYUTh CKATYH 10 K mpu3HakoB (OpMy MpeICTaBICHUS
BXOJTHOTO N-MEPHOTO 00BEKTA, TO €CTh ONPEACITUTH K TTTaBHBIX KOMIIOHEHT JIJIS

B Merozne myTeM YMCIEHHBIX 3KCHEPUMEHTOB I0Ka3aHa BO3MOXKHOCTb ucnoiyib3oBanus TK u MCII
JUTsE OOHAPYKEHHSI CETEBBIX aTaK, CUTHATYPBI KOTOPBIX MPECTaBIICHbI B 0a3e manHbix KDD-99.

HeiipoceTeBasi cucremMa 00HApY>KeHUSI KOMINBIOTEPHBIX aTaK HAa OCHOBE aHAJIM3a CETEBOrO
Tpadpuka (HCOK) omucana B pabdote [16].

3amexmapupoBaHa pa3paboTka METo/Ia aHaIHW3a BXOIAIIETO Tpaduka Ha ocHOBe Tpexcionnoit HC.
Ilokazano, uto pacyer Tomosorn HCM pomkeH OaTh peanu3oBaH € y4eToM Mepbl BamHuka-
UepBOHEHKHCA BUA:

KxN<VC, <N,x(1+IgN,)

b

rane N — pa3MepHOCTh JaHHBIX Ha BXoJe; K — KOJIMYEeCTBO HEHPOHOB B CKPBHITOM cioe; N, — obmiee
KOJIMYECTBO BECOB CceTH; IV, — 00Iee KOIMIECTBO HEHPOHOB CETH.

[IpuBeneHs! pe3ynbTaThl 00yUeHHUs U TECTHPOBaHUs cnpoekTupoBaHHO HC, KOTOpBIe MOKa3bIBAIOT
BO3MOXKHOCTb €€ YCICIIHOTO IIPUMEHEHUS Ul PeIleHUs 3a1a4l OOHAPYKEHUS CETEBBIX KOMIIBIOTEPHBIX
aTak. BBIABHHYTO MpEANONIOKEHHE, YTO HAWIy4IIUe pe3yldbTaThl MOTYT OBITH IOJNyYeHBl B
BBIYMCIIUTEIBHBIX CHCTEMaX, MCIOJIB3YIOMMX OrPAaHMYCHHBIH HAa0Op CETEeBOT0 IMPOrPaMMHOTO
obecrieueHus, 9To MO3BOJISET Oosiee A3PPEeKTHBHO (HOPMHUPOBATH MPHU3HAKA HOPMATHHOTO TTOBEACHUS IS
00HapyKCHHUS aTakK.

B pabGote [16] npeanoxkeH MeToJ OOHAPYKeHUSI BTOP:KeHHH B MHGPOPMALHOHHYIO CHCTEMY Ha
ocHoBe HeiipoHHBIX ceTeil (MOB). Ykazanslii MeTos 6a3upyercs Ha KOMOMHAPOBAaHHOM TPUMEHEHUN
METOJIOB TIOMCKa CHTHATYyphl aTaku U OOHapy>KeHHs aHOMainii B paboTe moib3oBarens. B mporecce
pa3paboTKH MeToa MPEAJIOKEH MOAX0 K PEIICHHIO 33/1a4l KiIacCH(UKai 00pa3oB, 3aKII0YarOIIUICs
B MIPEJCTABICHUHU BXOAHBIX AaHHBIX B BUJE CUTHATYp M OTHECEHHs MX ¢ ucnonb3oBanueM HC k xiaccam
ataku JuO0 O€30MacHBIM JNEWCTBHAM TMONb30oBaTes. Ha ocHoBe wMoxmenu Oe30macHON pabOTHI
nonb3oBatenss B VIC W TIpeAnoEeHHOro MOAXOJa K YIPOIISHHI0 3aJadd 00paOOTKH WH(OPMAIUH,
CHHTE3UPOBaHa CTPYKTypa HEHpOCETEeBOW CHCTEMbl OOHapyXeHusi aTak. Takke B paboTe NpOBEACHBI
HCCIIEIOBAHUS 110 ONPEACTICHNIO ONTUMANIBHBIX ITapaMeTpoB aroputmMoB ooyuenust HC, Bxirouaromue B
ceOst BBIOOP METOJOB (POPMHUPOBAHMS PEIPE3CHTATUBHBIX OOYUYaIONIMX MHOXKECTB, OILEHKY KadyecTBa
¢ynkumonuposanus HC, a Takke NOMCK ONTHUMAaNbHBIX 3HAYCHUH TapaMeTpOB.

B pabore [3] npeanoxeHa cxema 00HAPY:KEHHS CETEBbIX aTAK HA OCHOBE KOMILJIEKCHPOBAHHUS
HEPpOHHBIX, HMMYHHBIX W HeliponedyeTrkux kjaaccupukatopoB (COCA). OcCHOBHBIMH
0COOEHHOCTAMHU MpEAsiaraeMoi CXeMbl SIBJSIETCSI MHOTOYPOBHEBBIH aHaJM3 CETEBOro Tpaduka, a Takxke
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WCTIOJB30BAHUE pPAa3IMYHBIX aJalTUBHBIX, B TOM 4HCIE M HEWpPOCETEeBBIX, MOJIYJEeH B Tporiecce
oOHapyXeHHs arak. /[T yMeHBIIEHHS dYHCIIa HCIONB3YEMBIX IS aHalIW3a MPU3HAKOB IPEITIOKEHO
MPUMEHSITh, METOJl TJABHBIX KOMITOHEHT. [IpoBefcHBI BEIYMCIUTEIBHBIC JKCIEPUMEHTHI Ha JBYX
OTKPBITBIX ~ Ha0Opax JIaHHBIX C  HCIOJb30BAHMEM  PAa3IMYHBIX  CIIOCOOOB  KOMOWHHPOBAHUS
KIIACCU(HUKATOPOB.

HeiipoceTeBass MeTOHOJIOTHS OIICHKHA IapaMeTpoB Oe30macHOCTH MHTepHET-OpHeHTHPOBAHHBIX
nnpopmanmonueix cucreM (HMOIIB), npencraBnena B pabote [12]. Cpenn mnpoaHann3upOBaHHBIX
naHHast pabora sBisercs Haubonee ¢yHIaAMeHTadbHOH. B Hell Tody4ywnu nanpHEWInee pa3BUTHE
Teoperndeckue moJiokeHusi moctpoeHuss HCP omenku I1B, koTophle 3akimo9aroTcss B pa3pabOoTaHHBIX
MOJX0Jax K paclo3HAaBaHUIO IMOCTENEHHBIX M HEOXKUIAHHBIX KHOepaTak, ONpeAeseHHMH ONTHMAaJIbHOTO
Buga HCM, mnenecooOpasnoctu mnpumenenus HCP, knaccudukanuu CTaTUCTUYSCKH TOJA0OHBIX
KuOepaTak, TpUMEHEHNH TPOXyKITMOHHBIX TIPABHJI ISl TPEICTABICHUS IKCIIEPTHBIX 3HAHUH, MapamMeTpax
onenku 3pdextuBHoctn HCP. Taxxe paspaboraHbl MOAETU co3fanus U ucnoib3oBanus HCP onenku
[1b, koTopHkIE 3a CUET MPUMEHEHUS Pa3pabOTaHHBIX TEOPETHUYSCKUX MOJIOKCHUN MTO3BOJISIOT: OMPEIEITUTh
nepeyeHb oneHnBaeMbix [1b, cozmaBaTh 11a0IOHBI TOBECHHS, aIaITHPOBAHHBIE K CIIO)KHOMY XapaKTepy
I1B, a Taxke YMEHBIUTH pecypcoeMKocTh cozmanus HCM. Ha ocHoBe yka3aHHBIX MOJeiei pazpadboTan
pSAI  METONOB, TIO3BOJSIOMIMX TMOBBICHTh d(QeKkTnBHOCT, ucnons3oBanuss HCP. Tak, wmerox
npencTaBieHus: dkcrepTHbIX 3HaHWM s HCP omenkm [1b mo3Bomnser obOecnednTs ONEpaTUBHOCTH
pacro3HaBaHUs U PaCIIUPUTH MHOXKECTBO THIIOB KHOEpaTakK, Ui KOTOPBIX OTCYTCTBYIOT CTAaTUCTUYECKHE
JaHHBIE. MeTon ompezeneH!s] BpEMEHHBIX XapakTepucTHK ucnoiap3zoBanud HCP ouenku [1b Gnaromaps
WCTIOJb30BAHUIO Pa3pabOTaHHBIX AHAIUTUYCCKUX 3aBUCUMOCTEH OIPENEICHUS MEXKIY OXKUIAACMBbIMU U
JIOTYCTAMBIMH CPOKaMH pa3paboTKu o0OecredrnBaeT BO3MOXHOCThH OTpEACNCHHUS IeIeco00pa3sHOCTH
MPUMEHEHHUs] YKa3aHHBIX CpeACTB. MeToJ] MPOEeKTUPOBAaHUS IIa0OHa IMOBEACHUS MO3BOJsSET B 1,52
YMEHBIINTh morpemHocts o0ydennss HCM. Meron onpeaenenust 3¢dexktuBHOCTH pa3paboTku
HEHpPOCETEeBBIX CPEACTB OIEHKH ITapaMeTPOB OE30MAacHOCTH, 3a CUET MPHUMEHEHUS IPeII0OKEHHBIX
mapamMeTpoB OIeHKH 3(PPEKTUBHOCTH U C(POPMUPOBAHHOTO MHTETPATHLHOTO TMoKazarels d(PPEeKTHBHOCTH
MO3BOJIIET BBIOpaTh Haumboiee 3(QekTHBHOE cpencTBO. [IpuMeHeHne MeToa MO3BOJHIIO ONPEACIUTh,
9TO THIWYHBIMH HefocTatkamu u3BecTHRIXx HCP  sBisercs HemocraTtouHass 00OCHOBaHHOCTH
[IeIeCO00Pa3sHOCTH  WCTIOJB30BAHHUSA, HEBO3MOXXHOCTh HCIOJB30BAaHUS OKCIEPTHBIX JaHHBIX U
smnupudeckuii Bbioop Buga HCM.

Ha ocHOBe B3aMMOCBSI3aHHOT'O HCIIOJNB30BaHMS Pa3pabOTaHHBIX MOAXOIOB, MOZETCH W METOHOB
pa3paboTaHa KOMILIEKCHAas METOMOJIOTHsI HeipocereBoil omneHku [1b, koTopas mo3BoiseT 3HAUYUTENHEHO
pacmupuTh GyHKIHOHATHHBIC Bo3MoxkHOCTH HCP 1 BBIOpaTh m3 HUX HanOomee 3¢ heKTHBHOE.

C mno3unmii chopMynMpOBaHHOH IIENM HCCIEAOBAaHHMA HAWOOJBIIMI HMHTepec B OSTOH padoTe
MIPEJICTABIIICT TPEAIOKEHHBIH TepedeHb MapaMeTpoB, XapakTepusytommx dddexrusaocts HCP.
OTMeTHM, YTO HEJAOCTATOK ATOTO MEPEYHS BHITEKAET M3 JOCTATOYHO OOIIero xapakrepa padotsr [12],
KOTOpasi HarpaBlieHa Ha oueHKy [1b s pacro3HaBaHHs HMIMPOKOTO Kpyra KuOeparak U ysi3BUMOCTEH
Wurepnet-opuentupoBanubix MC. TlosTomMy, ¢ y4eToM yKa3aHHBIX paHEE OTpPaHUYCHUU, MPU OLICHKE
HCP pacno3naBanus kuOeparak Ha ceTeBble PUC, mpemioeHHBIH IepedeHb SBISETCS BO MHOTOM
M30BITOYHBIM. B TO e BpeMs B HEM HEJOCTATOYHO MOJHO YUYTEHbI 0OCOOCHHOCTH OLIEHKH 3()(HEKTHBHOCTH
HCP nipu pacrno3HaBaHuM CETEBBIX KHOEpaTaK.

ba3oBrle XapakTepuCTHKN MPOaHATU3UPOBAHHBIX HEWPOCETEBBIX METOAOB U MOJIENEH MPHUBEICHBI B
Tabn. 1. AHanu3 JaHHBIX 3TOW TAOIHUITEI YKAa3bIBACT HA TO, YTO B OOJIBIIMHCTBE M3BECTHBIX HEHPOCETEBBIX
CUCTEM TpeJHa3HAuYEeHHXbI I PAcIIO3HABAHMS CETEBBIX aTak B KauecTBE 0a30BBIX THUIIOB HEHpPOCETEBBIX
Mozenel ucnons3yrotes BIUIT u TK.

Kpome toro, B pesyipTare MpoOBEICHHOTO aHAIN3a YCTAHOBJIEHO, YTO MOBHIIIEHHE 3()(PEKTHBHOCTH
COBPEMEHHBIX HEWPOCETeBBIX METOJOB W MOJEIeH HIEeT MyTeM oOecleyeHHs B HHUX OIpeAeTeHHbBIX
BO3MOYKHOCTEH, KOTOpPbIE XapakTEpHU3YIOTCS C TIOMOUIbIO0 CIEAYIOUIMX HapaMeTpoB: Py,
MpeBapuTelIbHas 00paboTKa BXOISIIMX MapaMeTpoB, P.., - oNTHMM3anus THIA apXUTEKTYpPhl, Py, -
ONITUMH3ALIUS TTAPAMETPOB APXUTEKTYPHI, P,y - onTUMH3anus mMerona oOy4eHus, P, - BO3MOXHOCTB
WCIIOJIb30BAHUSl SKCIEPTHBIX NOpaBuil, Py, - BO3MOXHOCTH NMPUMEHEHUU B METOJAE KIACCHUECKUX U
MEPCIIEKTUBHBIX THIIOB HEHPOCETEBBIX ApXUTEKTYP, Pom - BO3MOXKHOCTH TMPUHIMITHATIHHONW OLIEHKH
nesecoodpasnoctu nmpuMeneHuss HC st pemeHus mocTaBIeHHON 3a/JauH.
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Taxoke cmemaH BBIBOA O TOM, 4YTO 3(QPEKTHBHOCTH HEWPOCETEBBIX CPEACTB PACHO3HABAHHS B
3HAYUTENFHON CTENEHH 3aBHCUT OT TOJHOTHI M IMPEACTaBUTEIBHOCTH OOydaromieil BBIOOPKH, KOTOpas
NpUMEHSeTCsl Uil OO0y4eHHUs HeHpOoCeTeBBIX MOZEJeH, 3aJIOKEHHBIX B WX OCHOBe. JlaHHBINM BBIBOX
chopMynupoBaH Ha OCHOBAaHMHM aHAIW3a PE3yJbTaToB paboTel [21] B KOTOpoi 00OCHOBaH METOX
npumenenust HC mis pacriosHaBaHUs TOJIOCOBBIX CUTHAJIOB. 3a CUET 3TOTO, NIPEUIOKEHO HUCIIOIb30BaHUE
napametpa P,,, KOTOPBII NpeqHa3HaYeH A OLEHKH MeXaHu3Ma (HOpMHUpOBaHUS 0Oydaromield BHIOOPKH,
koTophslit npumensiercs B HCP.

BennuunHbl NpeAnoXKeHHBIX apaMeTpOB B NEPBOM NPHONMKEHUH MOXHO OLEHHTh 110 OMHApHON
mikasie 0 wiu 1. [Tapamerp pasen 0, korma cooTBecTBYIOIIast BO3MOHOCTh B HCP He oOecnieunBaercs u 1
B MIPOTUBOIOJIOKHOM cilydae. J[si mpoaHanu3MpOBaHHBIX CIy4dacB BEJIMYMHBI YKa3aHHBIX MAapaMeTpoB
npuBeneHsl B Tabn. 2. Ilpm 3ToM mns Bcex mpoaHanm3upoBaHHBIX MeTonoB P,, = 0. To ectp B
OOJBIITMHCTBE U3 MIPOAHATU3MPOBAHHBIX METOJIOB HE peajtizoBaHa mporeaypa GopMupoBanus oOgaromeit
BbIOOpKH. Kpome TOro, wucmonbp3oBaHHE MPEJIOKEHHBIX KPUTEPHUEB MO3BOJISIET  ONPEACIHUTH
UHTErpalbHbIN oka3aTeb 3ppexTuBHOCTH HCP (Ex) ¢ MOMOIIBIO CIICAYIONIETO BHIPAXKCHHMS:

8
E; =Y 0E,, )
i=1
IJe ¢;— BecoBOi KOA(QOHULUHT i-ro KpUTEPHS.

B obmem cinydae ompeneneHue BECOBBIX KOA(PPHUIHUEHTOB TpeOyeT OTHENBHOIO HCCISA0BaHUs, a B
0a30BOM BapHaHTE TPEAIONIOXKHM, 9T0 «; =1. Taxxke oTMeTHM, 4TO 0GA30BBIH IEpEUEHb MapaMeTPOB

MOKET OBITh B ,I[aJ'II;HefII.HeM pacuinupceH.

Tabmuna 1 - ba3oBeie XapaKTepUCTUKN HEHPOCETEBBIX CPENICTB

Tun HM
Ne Merto
8 BIII | KH TK AMIL v | maM | BEM | PHM Bee
HME THUIBI

1 ATIIIT - - - - - - - - n
2 TICA

3 HCOB

4 TOMA + - - - - - - - -
5 PAMT

6 CCA - - ¥ - - - - - -
7 HCTC

8 TICKT

9 |IBCA * - * - - - - - -
10 |ACOA

11 |Con - - - - - n - - -
12 |[BHM - - - - - - n - -
13 |BKMA R - - - - - - n -
14 |MOB ¥ B R - - - R - R
15 |HCOK ¥ R R - - - : R R
16 |[HCTC + - + - - - - - -
17 |COCA - - n - - - - - -
18 HMOIIb + + + + + + + + +

OTMeTHM, YTO MpaKTUYeCKas LEHHOCTh NAHHBIX Tall. 2 COCTOUT B OOPHCOBKE HEOOCTATKOB M
MIEPCIIEKTUB COBEPIICHCTBOBAHUS COBPEMEHHBIX HEHWPOCETEBBIX METONOB M Mopeneil. Hampummep,
BenmuuuHBl P, = 0 CBUAETENLCTBYIOT O TOM, 4TOo K HemoctaTkam Metoma HCOB MoxHO OTHEcCTH
HEJOCTaTOYHYIO0 ONTHMM3ALMI0O BUAA apXUTEKTypbl HEHpOCEeTeBON MoOJENH. DTO CBHJETENBCTBYET O
BO3MOYKHOCTH COOTBETCTBYIOILIETO COBEPIICHCTBOBAHUS YyKa3aHHBIX MeTonoB. Ilpm 3ToM BennuuHa
napamerpa Ps mo3BOJSieT OLEHWTh MHTETpalbHYyI0 3(¢EeKTHBHOCTh HeHpoceTeBOro merona. Takxke B
pe3yibTaTe NMPOBEACHHOIO aHalu3a A0Ka3aHo, 4To B coBpeMeHHbIX CPK B OCHOBHOM HCHONB3YyIOTCA
KJIACCUYECKUE THUIIBI HEHPOCETEBBIX MOJENEH, KOTOpbIE B TOW WM WHOM CTENEHW aJalTHPOBaHbl K
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YCJIOBUSIM TIOCTaBJIICHHOW 3a/1a4il. DTO MO3BOJSAET CY3UTh KPYT JOIyCTHMBIX HEHpPOCETEBBIX MOJENCH, B
CBOIO OYepellb MO3BOJISIET MIOBBICUTH ONEPATUBHOCTE ONpEeNIEHUs] HEHPOCeTeBOH MOIETH, ONTHMAIEHON
C TOYKH 3pEHHUS TOCTaBICHHOW 3amgaud. TakuMm oOpa3oM TMOSBISETCS BO3MOXHOCTH TIOBBITIICHUS
ONEPAaTUBHOCTH co3AaHus cooTBeTcTBYyIomX CPK.

Tabnuua 2 - BeInunHa napaMeTpoB, XapaKTepU3YIOLINX HeiipoceTeBble METOABI U MOJIeJH

Ne Merton ITapamerp

PI‘[O PoTa Pona POMH PBCH PMHa Po;m POB PZ
1 ATIIT 1 0 0 0 0 0 0 0 1
2 IICA, CCA 1 0 0 0 0 0 0 0 1
3 HCOB 0 1 0 0 0 0 0 0 1
4 TOMA 1 1 0 0 0 0 0 0 2
5 PAMT 0 1 1 0 0 0 0 0 2
6 BCA 0 1 1 0 0 0 0 0 2
7 BCA 1 1 0 0 0 0 0 0 2
8 IICKT 1 0 0 0 0 0 0 0 1
9 IIBCA 1 1 0 1 0 0 0 0 3
10 ACOA 1 1 1 0 0 0 0 0 3
11 COJ 0 1 0 1 0 0 0 0 2
12 BHM 0 1 0 1 0 0 0 1 3
14 BKMA 1 0 0 0 0 0 0 1 2
15 MOB 1 0 0 0 0 0 0 0 1
16 HCOK 1 0 0 0 0 0 0 0 1
17 HCI'C 1 0 0 0 0 0 0 1 2
18 COCA 1 0 0 0 0 0 0 1 2
19 HMOIIb 1 1 1 1 1 1 1 0 8

BoiBoabI

OmpezneneH mepedeHb MapaMEeTpoOB W COPMHPOBAH MEXaHM3M HX HCHOJIB30BAHUS [UIS OLCHKU
UHTETPANbHON 3P (EKTHBHOCTH pa3pabOTKH COBPEMEHHBIX HEHPOCETEBBIX METOIOB pPACIIO3HABAHMS
kuOeparak. OTO MO3BOJSIET ONpPEACTIUTh HEAOCTATKU YKa3aHHBIX METOJOB M MoJeNel, OmpeaennThb
NEePCIICKTUBHBIC HAIIPABJICHUS UX COBEPIICHCTBOBAHUS, O3BOJISIET MOBBICUTH 3P ()EKTHBHOCTH CO3JaHHBIX
Ha ux Oaze cucreM. Kpome TOro, mokasaHa BO3MOXHOCTh OTPAHMYCHHS Kpyra JOIYCTHMBIX
HEHpPOCEeTEBBIX apXUTEKTYp, KOTOpBIE HCIIONB3YIOTCS B CHCTEeMax OOHAapy>KE€HHUs, YTO TIO3BOJISIET
MOBBICUTh ONEPATUBHOCTH CO3JAaHMSA YKa3aHHBIX CHCTEM. Takke MOKa3aHO, 4TO OJHMM W3 HauboJjee
BaKHUX HaIlpaBJICHUI YCOBEPIICHOCTOBAHUS HEeWPOCeTEeBBIX METOJOB  pAaCIIO3HABaHUSA
KuOepartaksBIsieTcsl pa3padoTKa Mpoleaypsl GopMHPOBaHKS 00yUarolei BEIOOPKH.
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AKIMAPATTBIK )KYHUEHIH )KEJLIK PECYPCTAPBIHA ’KACAJIATBIH
KHABEPIIABYBLIIAPABI TAHBIIBLIYIIH HEMPOXEJLIIK KYPAJJIAPBIHBIH
TUIMALJIITTH BATAJIAY HAPAMETPJIEPI

AHHOTanMs. AKNapaTThIK JXYHEJIEp/iH JKeJIUIK pecypcTapblHa jKacajaThlH KHOepiaOybuiiapabl TaHbIOoTy
JKYHenepiHzeri HeHpoXKemIiK aaicTep MEH MOAEIIepAl KeHIHeH KOJIaHbICKA SHT13YAiH HETi3ri TOCKaybUIIapbIHbIH
Oipi oslapApIH THIMALIIrIH Oafrajiay/iblH HEri3ri mapamerpiepiHiH Oonmaysl Oonbin TaObutazel. CoHbIMEH Oipre
MYHJail KOJIAHBICKA CHTI3YJEpiH THIMIUIrIH Oarajay MeXaHW3MJEpiHiH OoJMaybl Ja Herisri cebentepmail Oipi.
By moceneri menty yuriH TaHBRIIOLTY JKy#enepiHae KOMTaHBIIATHIH, Ka3ipri 3aMaHayl HEHPOXKENIIK 9IicTep MEH
MOJIENBICPIiH KeH CHEeKTpiepi TanmaHapl. KepceTinreH TaHBIMOUTY >KyHenepiH Kypy Ke3iHAe KOJIaHBUIATHIH,
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KOPCETUITeH 9IiCTep MEH MOAETBACPIl TaHAay >KOHE OHICY THIMILIIriH Oaranayra apHaJIFaH ImapaMeTrpiep Tizimi
aHBIKTAIIBl KOHE KONIAaHYy MEXaHM3MIepli OHIeNIi. AJBIHFAH HOTIDKENep Ka3ipri 3aMaHayd HEHpOXKeITik
KHOepImadybUaapApl Ta0y KypanJapblHBIH KEeMIIUTIKTEPiH KoHe Ta0y KypaimapbIiHbIH QJCI3MIKTepiH aHBIKTal bl opi
oNap/bl JKaKCapTyAbIH KeJelIeKTeri >KoJjmapbiH TaOyra MyMKiHzaiktep Oepeni. CoHbIMEH Oipre HeHpOKemiIik
KypaJiapisl opi KapaFbl JaMBITYAbIH HETI3T1 JKOJIAPbIHBIH Oipi OKBIN YHPETy TaHIAyblH KYpy MeXaHHU3MAEPiH
OHJIey OOJIBIN TAOBUIATHIH/BIFbI AHBIKTAJIFAH.

Tipek ce3mep: akmaparTap Kayinci3airi, KHOepIradybuiaapabl Tady, akmapaTThIK Kyienep, HEHpOMKeTiTiK
MOJIENIJICP, HEHPOXKEIIUITIK 9/1icTep, KAYINCI3 K mapaMerpiepi.
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HAPAMETPBI OIIEHKHU Y®®EKTUBHOCTH HEMPOCETEBBIX CPEJICTB PACIIO3HABAHMS
KHUBEPATAK HA CETEBBIE PECYPCbl HH®OPMALIMOHHBIX CUCTEM

Annotanusi. OTHUM U3 OCHOBHBIX MPEISTCTBUN IIMPOKOMY BHEIPEHHIO HEHPOCETEBBIX METO/IOB M MOJIETIEH B
cHCTEeMaxX paclo3HaBaHUS KuOepaTak Ha CEeTeBble pecypchl MH(OPMALMOHHBIX CHCTEM SBIISIETCS OTCYTCTBHE
rapamMeTpoB Ha OCHOBE KOTOPBIX MOXHO OLEHHUTH MX 3(dexTrBHOCTH. Takke OTCYTCTBYIOT U MEXaHU3MbI OLICHKH
3(h(eKTUBHOCTH Takoro BHeApeHws. s pemieHds SToH mpoOjeMbl OBUT MPOaHATH3UPOBAH IMTUPOKHH CIIEKTP
COBPEMEHHBIX HEWPOCETEBBIX METOJOB M MOJENCH, NPHMEHSeMBIX B CHUCTeMax pacro3HaBaHus. OnpeneneH
MepeYeHb MapaMeTpOB W pa3padOTaH MEXaHHM3M WX HCIIONB30BaHHA U OICHKH S((EKTUBHOCTH pa3pabOTKH U
BBIOOpa YKa3aHHBIX METOJIOB M MoOJelNed HpH MOCTPOSHWH YKa3aHHBIX CHUCTeM paclo3HaBaHus. IlosrydeHHbIE
Pe3yIbTaThl MO3BOJISIOT ONPEIETIUTh HEIOCTATKH COBPEMEHHBIX HEHPOCETEBBIX CPEICTB OOHApYKeHHs KubepaTak u
CpeICTB OOHApY)KEHHS YSA3BUMOCTEHl M ONpelNeNHuTh IePCHEeKTHBHBbIE IIyTH HX COBEpIICHCTBOBaHMA. Taxke
NpPEe/EIeHO, YTO OJHM W3 OCHOBHUX ITyTEH YCOBEpIIEHOCTBOBAHUS HEPOCETEBBIX CPEICTB SBILIETCS pa3padoTKa
MeXaHH3Ma ITOCTPOEHHs 00yyaleil BHIOOPKH

KiawueBble ciaoBa: 0ec30macHOCTh HMH(OpPMAIMK, BBIIBICHHS KuOeparak, WH(pOPMAIMOHHAs CHCTEMAa,
HelpoceTeBble MOJIEIH, HEHPOCETEBBIX METO/I, TapaMeTp Oe30I1acHOCTH.

Caeenus 06 aBTopax:

AxmeroB bepuxk baxweimkanoBud — MexayHaponuslii  Kaszaxcko-Typenxuit  yHuBepcuter umeHu Sccayw,

Kasaxcran, Typkecran;

Kopuenko Anexcannp I'puropbesud - HanoHanbHbIi aBUAIMOHHBIA YHUBEPCUTET, Y KkpauHa, Kues;

TepetikoBckuii Uropb AHatosnbeBuY - HalloHaNIbHBIM aBUAIIMOHHBIA YHUBEPCUTET, YKpauHa, Kues;

Ammbuea XKubex MeitpambekoBHa - Kazaxckuit HanmonaneHbiit ViccnenoBarenbckuii TeXHUUSCKH Y HUBEPCUTET UMECHH

K.M.CarnaeBa, Anmarsi,

bannes Wpear MboiacoBuu - Kaszaxckuit Harmuonansnenii VMccnemoBarensckuil TexHuueckuid YHHBEPCUTET HMEHU
K.M.CatmaeBa, Anma




Hoxnaovr Hayuonanwvroii akademuu nayk Pecnybauxu Kazaxcman

MA3MYHBI

TexXHUKAJIBIK FHLIBIMAAP
Honewyx O. X., Aprosa A. I., Adwipbexosa I''M., Epmaxarnoe M.H. THFBI3ABIKTHIH (QYHKINOHAN TCOPHSACHIHBIH HET131HIE

IUXJIOpHA(GTaX HHOHAAPABIH AMUHACY PEAKIUSICHIHBIH MEXAHMBMIH 3EPTTEY . c.veveveneeriteneesenseseasenessensesessenesseseesesseneesenseseaseneasensenenns 5
PDuzuka
Omap K. 0., Taxubaes HIK., Kypmanzanuesa B.O. Pe3ephop/1 MAMIBIPAYBIH €CETITEY KIHE TATIAY . vevevrerrerrenrenrersensensennes 14
HNudpopmarnka

Axmemos B.B., Kopuenxo A.I'., Tepetixosckuii U.A., Anubuesea K.M., banues M.M. AKnapaTTbIK XKYHEHIH >KeIIiK
pecypcTapbiHa KacalaThlH KHOepImadybUaapasl TAHBIIOUTY JiH HEHPOXKETUITIK KYpajIapbIHbIH THIMALIITIH Oaranay

LR 0Ty 011 () ) OOt 19
Xumust
@asvinos C.JI., Hyprenos O.A., Hopaes M.K., JKymaxaesa b. J]., Kaxvinosa A.H., Hyxynwvl A., XKypunose M.JK.
5-mepkanro-3-denmn-1,3,4-Tuaana3on-2-THOHHBIH XaHa TYBIHIBUIAPEL. CHHTE31 IKOHE KYPBUIBIMBL......c..c.ervereerinrenernearenennennnes 39
Buouiorus
Ymeyaun K.P., Baumynun U.O. Kek carbI3IbIH AeTpadalysUIaHFaH TOMYJSAIAAIAPEIH )KaHFAPTY
Y g W N 110101 o DO 56
* ko ok

TeXHUKAJIBIK FHLIBIMAAP
Mauweros C.A., Axnanbemog /I.5., Abcaovixos b.H., Hyeman E.3., Paxmamynun M.JL., [lonewyx A.U., Mawexosa A.C.
Kemn KbI13MeTTi OOMITBIK-CHIHAIBI OPHAKTA JKOJAKTHI BICTBIKTA XKOHE CYBIKTal MIEMIICYIiH KbUTTaMIBIFBIH aBTOMATThI

PETTEHTIH JKYHIC. ... e euvieureetteeuteettesteesteesteeteeseesseesseassesssasssesaasseesseasseansaasseasseass e ss e ssasssansaenseanseesseansaessaassesssanseessaeseenseenseensenssenssenssanns 62
Mauwexos C.A., Abcaovikos b.H., Axkumbexosa M.M., Tycynkanueea 2.A., Maynenoséa M.P. Bypannaisl mnriHOiIIK TeH
OOMJIBIK-CHIHABI OPHAKTA TAOAKThI-METaJ/Ibl CEPITIMII [UIACTHKAJBIK Ae(OpMalnsIay AbIH LIETKI-3IEMEHTTIK MOJACI. ............ 78

Atimuanog b.X., Tepeeycuzoea A.C. ABTOMATTHIHIBIPBUIFaH OacKapy OOBEKTICI PeTiHAe ONTUKAJIBIK 03€KIIeNepIi
COBYJIBIH TEXHOJOTHSIIBIK TTPOIICCI ....euveuttinteuetiutetetesententesenteutsteseeuesseseeseseeses et easese et eat et e sese st eatete st enestentebeseeneebeneebenteneeseneesensenennens 91
Bonoxumun A.B., Kypanoe I'.I"., Bonoxumuna U.E., Ilanun E.A. bacnanay-co3y apanac npoIeciHiH MOJEIBIEY.......... 96
Jlexcnes C.H., Kypanos I'.I"., Bonoxumun A.B., Boroxumuna U.E., Yoepbaesa A.E. «bacianay-co3y» OipiiecKkeH
MPOLECIHIE HKPOKYPBUTBIMBI IBOJTEOLIHISICBI - ... e ettt et et e et et et et et et et et e e e e e e e e e e et ettt ettt et e et et et e et ea e e e e e eee 103
AcTtpodusuka
Ulvinvibaes M /1., laupberos C.C., XKonoacose C.A., Meipzakacoea I'.E., Anuackapos /[.P., Caoibex A.JK. Xy
CKIHIII €CeOIH/ET] IEIIOHCHIH OCKYIIIISITBIK DIIEMEHTTED . 1+ veveeuterteneententesessenseeseeseestensensensensessessessessessessesseensensensensessessessessenses 110
Xumus
baewos A.B., Kaoupbaesa A.C., baewosa A.K., Kypvinos M.JK. AHBIMAJIBI TOKIIEH MOJIApU3AMsUIaHFaH aTIOMIHUI
INEKTPOATAPBIHBIH CIITI KOCBUIFAH HATPUH XTOPHIL CPITIHAICTHIE ©PY 1. eureveueererrenieieienirtenieteeeneeteseeteseesessesessessesesseseesesesesseneesen 117
Yonabaesa H.H., Myxanos K.H. In Vitro >xarnaiiblHia SKCIIEpUMEHTAIIAbI HAHKPEATUTHI 0ap ereyKyHphIKTap/IbIH
KaH CapbICYBIHBIH KOPCETKIIITCPIHE COPOCHTTIH OCCPT v.vvvrrrrrrrerienteieuerteeseeseassesesaesessessessessessessessasssessessessessessessessessessessesssessenes 124
Buonorus

Caamoe M. X., )Kymamos K.X., Kviovipmanos A.1., Kapamenoun K.O., [Jlaynbaesa K./[., Acanosa C.E., Kacvimbexog E. T.,
Xan E AL, Cyneiimenosa C. A. KazakcTaHHBIH ka0aiibl OpHUTO(AYHACEIHAAFBI TYMAy a BUpYyCcbiHa MOHUTOPHHT (2002-2015 sx0k.)..130
Bocmanosa A.M., D60imymanin H.O., Hopacumosa J].F. OciMaik TYKbIMIApBIHBIH OCIHAIICPiH SPTYPIIi MUKpOar3aiapMeH

3KBIMIAHY IBIH CPCKIIICITIIKTED I ..ttt tteneesiteseeteneeseatesesseneesessenesseneesesseseaseneesessentaseneesenseseeseseaseses e seneesensesesent et ensesenseneeseneaneaseseans 137
Jlaxanosa K.M., Kedenvbaes b.111. Kapa TycTi Kapake KO3bUIAPBIHBIH XYH TaIIBIFIHBIH KaObIPIIAK

Ka0aThIHAAFbI JKaCcyIIAIAPbIHIA MEITAHUHHIH TAPATYbIH )KAPBIK MUKPOCKOIMITBIK 3EPTTCY -...veuveuveereereereeseeneenseneensessessessessessesanne 141
Bocmanosa A.M., Cepoicanosa A.E., Touuubexosa I'. 5. ©OciMIIK TYKBIMAAPBIHAAFH! 3¢H CaHbIPayKYJIaKTaPBIHBIH

JTAMYBIH JKOHE OJIAPIBIH 9CEP CTY JKAFTAMITAPBIH BEPTTEY -...vevereeutertertestententensenseaseaseastestententensansensessensessessesseensensensensessessessessesnes 146

KoraMabIK FeLIbIMAAD
Kosnosckuii B., Hapbaes K.A. Ka3akcran peciyOnuKkachlHAaFbl TOTEHIIIE JKaFAaiiiap 3apaantapbiH Oarasay IbIH

YHBIMIACTBIPY KYKBIKTBHIK HETI3CPT MOCEIICTICPIHE «.uvevieveereereesressestessessessessessessesseaseeseessessessensessessessessessensessasssensensensessessessensessens 151
Camoiamouu H. MazMyHFa HeTi3eNreH oKBITY 9JIiCiH TafijaaHa OTHIPHII XapaThUTBICTAHy MOHIEPiH IET TiTiHae

Y HIPETY c ettt ettt ettt ettt ettt et e a bt et e at e eh e eu e sh e et ea bt e a bt e a e ea bt eut e eh b e bt e bt e bt ea bt en bt eab e eh b e ae e eh e e eh e e bt en bt et e e et e ea b e eheeeatesh e e bt e bt e beeteenteenee 161
Aronosa 3.K., Kycaiivinos /.0. Kazakctan pecnyOarKachl KYKBIKTBIK XKYHeciHIer aHa MeH 0ana KYKBIKTapblH KOpray

MEXAHIBMIICP 1.+t ceveneeteateneetentesesteneeteneeseseeseateseeseases e seneeseasese et eaeese s es e et enees e s es e s emeesemses et emtehemsenteseseebentes et es e b ensesenseseebeneetensenentenene

Azamoéex T.A., Pa/\wsaﬁoe A.A. Ka3aI<CTaH FBUIBIMBIHAFbl SKOHOMHUKAHBIH AaMYBbl
Ianzabexoea A.JK., [Typabaes I K], JKynucbexosa T.A. KazakcTan peciy6IuKachHIaFbl eHOEK OHIMIiTIKKe
CHOCKAKBIHBIH 9CEPI «vevvvveererrnenes
Lexosoii A.®., XKaxvinbexos }I( H. KomnauusiHbI 1aMbITy xoHe Ka3akcTaHHBIH Gacekere jKapaMIbUIBIFBIH apTTHIPY
YIIiH 0ACKAPY KOHCAIITHHTTHIH BIKITAITBL.....c.uveuteutetesteateeseeseentensensensensensessensessesseestententensensensensessessessessesstessensensensensessessessesseeseeneeneas 191
Amuieaes H.O. MorynaapabIH uciamMas! KaOeiinaysl (Mbip3a Myxammen Xaiigapabsie « Tapux-u pammam»

MoanimMeTTepi GOoMbIHIIA) .. 196
Lati B.M. YHbIMIBIK ©3repicTepi 0acKapy: :KaHa TYXKBIPBIMIAMAHBIH HOOAMIIADDL. .......cc.ccvveereeeeerreereeereeereeereeereeneeseenens 202
Anopeesa I''M. MeMIleKeTTiK-)KeKe MEHIIIIK CEPIKTECTIK: dNIEMIIIK TOXKipruOeae KOMIaHbUIATHH KaFuIalapbl MCH
010 00 2121 02 (5 PPt 207
Cmaunosa JK.11. Toyenciznik »KpUAapbIHIA Ka3aKCTaHIA KOCIIKEPITIKTI JaMBITY: MACEIIeNepi, IepCIeKTHBAIaphl MEH
OACHIMIIBIKTAPBI TYPAIIBL. ....veuvearerereeserteesteutentensententestessessesseeseeseestesteneensensensessesseeseeseeseessessensensensenseaseesteseeseestensensensensentensensensessenne 214
A60oumomvinosa A.I1I, bepuxbonosa V.J]., Temuposa A.5. VIHBECTULNSUTBIK JKOHE HHHOBAIMSUIBIK KBI3METTIH OHIpIIiK
IMIEXAHUBMI.......veeuveeureeereeeseeseeetteeseeeseeseeaseesseesseeaseesesesseaseeeseeaseeeseeaseesseesseaseeesseaseeeseeaseeeseesseseeessenseesseeaseenseesseassesasenseenssenseenseenseeneas 227
Tneyorcanosa M.A., Anues V.JK., 'epacumosa FO.H.JXKoraps! 6iniMHIH 6acKapy >KylieciHiH Taliaysl MeH Oaranaykl.......... 237

—— 244 ——



ISSN 2224-5227 MNe 2. 2017

COJIEP)KAHUE

TexHu4yeckue HayKu
Honewyx O. X., Aprosa A. I., Adwipberosa I'M., Epmaxanos M.H., Cauoaxmemos I1.A. ViccnenoBanne MexaHu3mMa
peaKnuy aMUHUPOBAHUS TUXJIOPHAGTOXUHOHOB HA OCHOBAaHUH TEOPHHU (DYHKIIHOHAIA TTIOTHOCT M. ....vevvereverenensnesesesennenesenennenenens 5
PDusuka
Omap K. 0., Taxubaes HIK., Kypmanzanuesa B.O. Pacyer u ananus paccesiHus pesepdopaa
HNndopmatuka
Axmemos B.B., Kopuenxo A.I., Tepetikoeckuit U.A., Anubuesa JK.M., banues F.M. TlapameTpbl olieHKH 3G PEKTHBHOCTH
HEHWPOCETEBBIX CPEICTB PACIO3HABAHUS KHOEPATaK Ha CETEBBIC PECYPCHl HHPOPMALIMOHHBIX CHCTEM.......ceureremerererrecssersrseresessenens 19
Xumus
Dasvinos C. /., Hypxenos O.A., Hopaee M K., ’Kymaxaeea b. /]., ’Kaxynosa A.H., Hyxynwr A., XKypunos M.IK.
Hogsle npounsBojHble S-MepkanTo-3-penui-1,3,4-tnanuazon -2-THOHA. CHHTE3 H CTPOCHHME. ......c.ceverveuireearerereenirieneeneneenesseneenenees 39
Buognorus

Ymeynun K.P., Baiimynun M.0. O Heo0X0AUMOCTH BOCCTaHOBIICHUS IeTpagupoBaHHbIX nomyauuii Kok-Carbiza............. 56
k ok ok

TexHUYeCKHe HAYKH
Mauwexos C.A., Axknanbemos /1.5., Abcaovixos b.H., Hyeman E.3., Paxmamynun M.JI., [lonewyx A.1., Mawexosa A.C.
CucrteMa aBTOMaTHYECKOTO PETYJIMPOBAHUS CKOPOCTH MPOKATKH MOJIOC Ha MHOTO()YHKIIMOHATLHOM MPOA0JILHO-KIIMHOBOM CTaHE

TOPSTUCH U XOTIOTHOM TIPOKATKH . ....c.uveuvenrenrersensenterterstestensensensensessesseaseesteseentensensensensessessesseaseestessensensessessensessesseeseententensensensessessessesnes 62
Mauwexos C.A., Abcaovikos b.H., Axkumbexosa M.M., Tycynkanuesa 3.4., Maynenosa M.P. KoneuHO-311eMEHTHAs MOJIEINb
YIPYToIUIacTUUECKOTO 1eOpMHUPOBAHHS JINCTOBOTO METaJlIa B BOJHUCTBIX BAJIKaX U MPOJIOIBEHO-KIMHOBOM CTaHE......c..c........ 78
Atimyanog B.X., Tepeeycuszosa A.C. TeXHOTOTUIECKHUI MIPOIECC BBITSHKKU ONTHUECKUX CTEPKHEH KaK OOBEKT
ABTOMATHU3HUPOBAHHOTO YIIPABIICHIIS . . .. ¢ et euentt ettt et et et et et e e et ea et e e e st e et ea et e e et e e e e e e et e e et e e et et e e e et e et en e e e ten e eeneas 91
Bonoxumun A.B., Kypanos I'.I'., Bonoxumuna U.E., [lanun E.A. MoaenupoBaHie COBMEILIEHHOTO MpoIecca MpeccoBaHue-
N (0 (53 12 (PSPPSR 96
Jleoxcnes C.H., Kypanos I'.I"., Bonoxumun A.B., Boroxumuna U.E., Yoepbaesa A.E. IBononusi MUKPOCTPYKTYPBI CTalIH
HPU COBMELIEHHOM IIPOLIECCE KIIPECCOBAHUE-BOTIOUCHIC . . ..ot et et et et ettt ettt et et e ea et et et et et et et et e e e e e e e e e enes 103
Actpodusuka
Hlunubaes M /., Jaupbexoeg C.C., Konoacos C.A., Mupsaxacosa I'.E., Anuackapog J{.P., Caovibex A.7K.
OCKyJIMPYIOLIUE JIEMEHTBI JCITOHE BO BTOPOH 3aHAUE XHIIIA .. e'venteneneenenennenenaeneeneent et et et eneeneeaeaneaneanenneneanns 110
Xumus
baewoe A.B., Kaoupbaesa A.C., baewosa A.K., ’Kypunoe M.K. PacTBopeHne aJIOMUHHEBBIX 3JEKTPOIOB B PACTBOPE
XJIOpHJA HATPHSI C TOOABICHUEM HICIOYH TPH MOISPU3AIMU TTIEPEMEHHBIM TOKOM .. ..veusrenensenanensenenensenenennenenensennnsnn 117
Yonabaesa H.H., Mykanos K.H. Bnusaue copOeHTa Ha TIOKa3aTeIH CBIBOPOTKH KPOBH KPBIC C SKCIEPHUMEHTAIBHBIM
OCTPBIM MAHKPEATUTOM B YCIHOBHSX [N VIO, .. .. et e e 124
Buouiorus
Caamos M.X., )Kymamoe K. X., Kviovipmarnos A.U., Kapamenoun K.O., [laynbaesa K. /., Acanosa C.E., Kacvimbexos E T,
Xan EA., Cyneiimenosa C. A. MOHUTOPUHT BUPYCOB I'pHIIa a B UKol oputodayHe Kazaxcrana (2002-2015 rr.)................ 130
Bocmanosa A.M., A6oumymanun H.A., Hopazumosa J].F. OcoOEHHOCTH 3apa)KeHHsI IPOPOCTKOB CEMSIH PACTEHHI
PA3BTHUHBIMUA MUKPOOPTAHUBMAMEL. . .. .t et enuteeutenitenteesttenuteteeaseestesusesseesaeenseeseeseeatesaseestesasenseeshtenbeenteeseentesaseesaesieenseesbeenseentee e s 137
Jlaxanosa K.M., Kedenvbaes b.11l. CBeTOMUKPOCKONINYECKUE UCCIEIOBAHUS paclpeeIeHUs MeIaHNHA
B KOPKOBBIX KJIETKAX BOJIOCA KAPAKYJIBCKUX SATHAT YESPHOM OKPACKH . . ...t ent et ent et ene et ene et eneeteeneeneneeeeneneeenteeneeneens 141
bocmanosa A.M., Cepocanosa A.E., Toiiuubexosa I'.b. VI3yueHne pa3BUTHS IJICCHEBBIX TPHOOB B CEMEHHOM
MacCepACTCHUI U YCIOBHS UX JATBHEHUIIETO BOBIECHCTBHSL. c..cuveuverveteserrtentententetensensensensesseeutestessensensensestessessesseeseeneensensensensensenses 146

OO0mecTBeHHbIE HAYKH
Kosznosckuii B., Hapbaes K.A. K Bonpocy 00 OpraHn3aiiioHHO-IIPaBOBBIX OCHOBAX OLICHKH MOCIEICTBUI Ype3BBIYaiHBIX

CHUTYAIMH B PECIIYOITHKE KABAKCTAH. . .c.v ittt ettt ettt ettt b et b b et et e bt b et et et ese e e e ebe st eneeteneebeneenin 151
Hoinmas C. TpenonaBaHue MpeIMETOB 110 €CTECTBEHHBIM HayKaM HA HHOCTPAHHOM SI3bIKE C TIOMOIIBEO HHCTPYKIIHH

HA OCHOBE KOHTEHTA. .......viatenttiateuteteseeutesesestessesesesessestetessestssentesesaestesestesesses et esteses s et e sese et easesesseatebe s esesaentete st esesaeneesenaenesneseeuennen 161
Aronosa 3.K., Kycaunog /]. Y. MexaHnu3M 3a1iThl IpaB >KEHIIUH U JeTeil B IPaBOBOIl cucteMe peciyOInKu

KABAXCTAH ... cne ettt e h et ettt e e et s e s bt e bbbt bt et et ettt h b a e bt bt ehe ettt n et e naesnean 167
Aszambex T.A., Pamasanos A.4. HayKoeMKOCTb 3JKOHOMHYECKOTO Pa3BUTUSA Ka3aXCTaHA. .......cc.ecvevveruirinienieniieieniieieeeeens 174
Ilanzabexosa A.JK., yHucéeKoea T.A. Bausnue 3apaOOTHOI I1aThl HA IPOU3BOAUTEIBLHOCTD TPYAa

B PECIIYOIHKE KABAXCTAH. ....vveuveuveirerieiestesiesteeteeteeteetestessessessesseeseeseeseassessessessessessansessessassaessessessensansensensenseaseaseassaseessensansensensensense 184
Lexosoii A.®., JKaxunbexog K. H. YipaBlIeHUeCKUI KOHCAITHHT KaK (pakTop pa3BUTHS KOMIAHUH U TOBBIICHUS

KOHKYPEHTOCTIOCOOHOCTH KABAKCTAHA. ..c..evtiieniitiiiititeeteeicettet ettt ettt ettt ettt sb e bt bttt ea et e e b b e eb e bt ebeebeesne s enee 191
Amvieaes H.A. Vicnamusanus MoryiioB (1o cBefieHUsIM « Tapux-u pammam» Mup3a Myxammeq Xaimapa)......ccoceeeeeeeeenne 196
Laii B.M. YnpasneHue opraHu3alliOHHBIMA N3MEHEHUSAMH: KOHTYPBI HOBOM KOHICTILIUH . . e 202

Anopeesa I'.M. I'ocy napCTBEHHO-4aCTHOE TAPTHEPCTBO: IPHHLUIBI U (POPMBL, I/ICHOJ‘[LSyeMLIC B MPIpOBOPI HpaKTI/IKe ... 207
Cmaunosa K.11. Pa3utue npeanpuHUMATEIbCTBA B Ka3aXCTaHE 3a FOJIbl HE3aBUCHUMOCTH: MPOOIEMBI, MIEPCIICKTHBBI

T TIPHOPUTETBL PABBHTHISL. ... .veuveuveeteertautentententessenteseessessessesstestentensensensensesseaseeseeseensensensensensenseseesseeseeseestententensensensensensesseanesnsensensenes 214
Aboumomvinosa A.111., bepuxbonosa V./l., Temuposa A.b. PernonanpHblii MeXaHU3M MHBECTHLIMOHHON U MHHOBALIMOHHOM

TICSITEITBHOCT . ... .vveeuvveeeereeesseeesseessseesssseassseeasseeasssaassssesssassssesssseessseassssasssseassesassssassssesssesessssessseeassesassessssseessseesssesansssesseesseesssseannes 227
Tneyorcanosa M.A., Anues Y. K., I'epacumosa FO.H. Anann3 u OlIEHKA CUCTEMBbI YIPABICHHSI BBICIIEIO 00pa30BaHUS

B COBPEMEHHBIX YCIOBHAX B KABAXCTAHE. ....c.veutiiiiiiiitiitcit ettt ettt sttt e b et e b et ettt et saesaesbenbesbeene 237




Hoxnaovr Hayuonanwvroii akademuu nayk Pecnybauxu Kazaxcman

CONTENT

Technical sciences
Poleshchuk O.Kh., Yarkova A.G., Adyrbekova G.M., Ermakhanov M.N., Saidakhmetov P.A. Study of the reaction
amination mechanism of the dichloronaphthalene on the basis of the density functional theory.............coceevverierienininiecieerereeee 5
Physics
Omar ZH.O., Takibayev N.ZH., Kurmangalieva V.O. Calculation and analysis of rutherford scattering..............ccocvevverennnnne 14
Informatics
Akhmetov B. B., Korchenko A.G., Tereykovsky I.A., Alibiyeva Zh.M., Bapiyev .M. Parameters of efficiency estimation
of neural networks of cyber attacks recognition on network resources of information SYStems ...........ceceveerereecierierierieniesienennenes 19
Chemistry
Fazylov S.D., Nurkenov O.A., Ibraev M.K., Zhumakaeva B.D., Zhakupova A.N., Hyxyaet A., Zhurinov M.Zh. New
derivatives of 5-mercapto-3-phenyl-1,3,4-thiadiazol-2-tione. Synthesis and StrUCTUIE..........ccverververierierieriirieiereies e ee e eeeeeeens 39
Biology
Uteulin K. R., Baitulin 1.0O. On necessity of restoration of the degradatoied Kok Saghyz population............ccceeeverenenennee. 56

* % %

Technical sciences
Mashekov S.A., Akpanbetov D.B., Absadykov B.N., Nugman Ye.Z., Rakhmatulin M.L., Poleshhuk A.I., Mashekova A.S.

System of automatic control of the speed of rolling strips on a multifunctional longitudinal-wedge mill for hot and cold rolling...... 62
Mashekov S.A., Absadykov B.N., Akimbekova M.M., Tusupkaliyeva E.A., Maulenova M.R. Finite element model of elasto-

plastic deformation of sheet metal in corrugated rolls and longitudinal-wedge mill..........ccooveeeiieiririiesrieeeeeeeeeeeeeos 78
Aitchanov B.H., Tergeussizova A.S. Technological process of exhausting optical rods as an object of automated

(03313 (o) D TP PP PP PPUP 91
Volokitin A.V., Kurapov G.G., Volokitina LE., Panin E.A. Simulation of the combined process of pressing-drawing........ 96
Lezhnev S.N., Kurapov G.G., Volokitin A.V., Volokitina L.E., Uderbaeva A.E. The evolution of the microstructure

of steel at the combined process of "pressing-drawing..........o.o. i 103

Astrophysics

Shinibaev M.D., Dairbekov S.S., Zholdasov S.A., Myrzakasova G.E., Aliaskarov D.R., Sadybek A.G. Delaunay osculating

elements in thesecond Hill task ... 110

Chemistry

Bayeshov A.B., Kadirbayeva A.S., Bayeshova A.K., Zhurinov M.Zh. Dissolution of aluminum electrodes in sodium

chloride solution with addition of alkalinebypolarization of alternating Current................ocvuvuiiiiiiiniininiiieeeieeneees 117
Chopabayeva N.N., Mukanov K.N. In Vitro effect of sorbent on parameters of blood serum of laboratory rats with

CXPErimental ACULE PANCICALILIS ...\ .ueut ettt ettt ettt et et et et et et et et et et et et e e et e et et e e e et et e e et e e e e et eaet e eesenans 124

Biology

Sayatov M.Kh., Zhumatov K. Kh., Kydyrmanov A.I., Karamendin K.O., Daulbaeva K.D., Asanova S.E., Kasymbekov E. T.,

Khan E.Ya., Suleymenova S. A. Monitoring of influenza a viruses in the wild avifauna of Kazakhstan (2002-2015).................. 130
Bostanova A. M., Abdimutalip N.A., Ibragimova D. I. Features of infection of sprouts of seeds of plants with different

T ICTOOTZANISINIS .. e et etee e teteee e ete et et et et eae et e e e e e e s et e e et e e e e ae e e et e e e e e e e e e ae e e s ae e e et e e e eae e e es e e e eae s e abeens 137
Lakhanova K.M., Kedelbayev B. The light microscopic research into distribution of melanin in crust cells of the hair

from karakul lambs of black COLOT. ... ... 141
Bostanova A. M., Serzhanova A.E., Toychibekova G.B. Studying of development of mould mushrooms in the seed

mass of plants and conditions of their further INfIUENCE. .........cccvviiiiiiiriee ettt e 146

Social Sciences
Kozlowski W., Narbayev K.A. To the question of organizational-legal bases of assessment of consequences of emergency

situations in the republic 0f KaZaKNSTaAN. ........c.ccieieiiiieieieieee ettt ettt ettt ettt st saeese et eteaessesbessesseeneas 151
Yilmaz S. Teaching of natural science subjects in foreign language by using content based instruction.............c.eeeeeeeeen... 161
Ayupova Z.K., Kussainov D.U. Mechanism of defence of women and children’s rights in the legal system of the

TEPUDLIC OF KAZAKNSTAN. ...ttt ettt b bbbt b et b st ekttt et b et sa ettt seeae et eseebenen 167
Azatbek T.A., Ramazanov A. Science Economy Development in Kazakhstan.............cocooereninininininnnieeeeceee, 174
Panzabekova A.ZH., [Turabaev G K., |Zhunisbekova T.A. Salary influence on labour productivity in the republic

OF KAZAKIISTAI ...ttt ettt sttt be et eb et ettt b e e b et bt ehe et bt bbbt b ettt 184

Tsehovoy A., Zhakipbekov Zh. Management consulting as a factor of development of the company and the foundation
for improving the competitiveness 0f KazaKNStan...........cocoviriririinisireeieteietete ettt e e esaessessessesessassessesseeseesnans
Atygaev N.A. The islamization of moghuls (according to mirza muhammad Haidar’S «Tarikh-I rashidi») ... .
Tsay V.M. Change of organizational management: new concept OULHNES. ........evuiuiniiiitiiiit i
Andreeva G.M. Public-private partnerships: principles and forms used in the world practice ................coevvevvininnnnn.
Smailova Zh.P. The development of entrepreneurship in kazakhstan for years of independence: problems, prospects and

AEVEIOPIMEIIE PIIOTIEICS. .. .eeueeutentititerterteettettette et e ettt sb e et e et e estes b et et e be st e bt ebeebees e e st entemt et e b e b e bt ebeeaeeseebeeatenbensenbesbenbesaeenteseeneentens 214
Abdimomynova A.Sh., Berikbolova U.D., Temirova A.B. Regional mechanism of investment and innovation

ACTIVIEY ..ttt ettt ettt ettt ettt ettt stk st st a b e h bbbk bR ekt b e H et h ekt E et ekt b et b e ek e bttt b et b et et b et e sttt benee 227
Tleuzhanova M. A., Aliyev U. Zh., Gerassimova Y.N. Analysis and evaluation of control system of higher education in

modern conditions in KazaKNSan. ...........coeiiiiiiiiiie ettt b s 237

—— 246 ——



ISSN 2224-5227 MNe 2. 2017

Publication Ethics and Publication Malpractice
in the journals of the National Academy of Sciences of the Republic of Kazakhstan

For information on FEthics in publishing and Ethical guidelines for journal publication
see http://www.elsevier.com/publishingethics and http://www.elsevier.com/journal-authors/ethics.

Submission of an article to the National Academy of Sciences of the Republic of Kazakhstan
implies that the work described has not been published previously (except in the form of an abstract
or as part of a published lecture or academic thesis or as an electronic preprint, see
http://www.elsevier.com/postingpolicy), that it is not under consideration for publication elsewhere, that
its publication is approved by all authors and tacitly or explicitly by the responsible authorities where the
work was carried out, and that, if accepted, it will not be published elsewhere in the same form, in English
or in any other language, including electronically without the written consent of the copyright-holder. In
particular, translations into English of papers already published in another language are not accepted.

No other forms of scientific misconduct are allowed, such as plagiarism, falsification, fraudulent data,
incorrect interpretation of other works, incorrect citations, etc. The National Academy of Sciences of the
Republic of Kazakhstan follows the Code of Conduct of the Committee on Publication Ethics (COPE),
and follows the COPE Flowcharts for Resolving Cases of Suspected Misconduct
(http://publicationethics.org/files/u2/New_Code.pdf). To verify originality, your article may be checked
by the originality detection service Cross Check http://www.elsevier.com/editors/plagdetect.

The authors are obliged to participate in peer review process and be ready to provide corrections,
clarifications, retractions and apologies when needed. All authors of a paper should have significantly
contributed to the research.

The reviewers should provide objective judgments and should point out relevant published works
which are not yet cited. Reviewed articles should be treated confidentially. The reviewers will be chosen
in such a way that there is no conflict of interests with respect to the research, the authors and/or the
research funders.

The editors have complete responsibility and authority to reject or accept a paper, and they will only
accept a paper when reasonably certain. They will preserve anonymity of reviewers and promote
publication of corrections, clarifications, retractions and apologies when needed. The acceptance of a
paper automatically implies the copyright transfer to the National Academy of sciences of the Republic of
Kazakhstan.

The Editorial Board of the National Academy of sciences of the Republic of Kazakhstan will monitor
and safeguard publishing ethics.

— 47—



Hoxnaovr Hayuonanwvroii akademuu nayk Pecnybauxu Kazaxcman

[IpaBumna opopmiieHHs cTaThU IS MyOJIMKALUK B )KypHaJIe CMOTPETh Ha CalTe:

www :nauka-nanrk.kz

ISSN 2518-1483 (Online), ISSN 2224-5227 (Print)

http://www.reports-science.kz/index.php/ru/

Penaxropst M. C. Axmemosa, /]. C. Anenos, T.A. Anenoues
Bepcrka Ha KoMnbloTepe A.M. Kyaveunbaesot

IToxmucano B meuats 15.04.2017.
dopmat 60x881/8. bymara odcernas. [leuats — puszorpad.
7,5 m.1. Tupax 2000. 3akas 2.

Hayuonanvnas akademus nayx PK
050010, Anmamut, ya. Llesuenxo, 28, m. 272-13-18, 272-13-19

—— 243 ——



