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EFFECTIVE SCHEME OF STEGANOGRAPHY INFORMATION 
PROTECTION AND AUTHENTICATION BASED  

ON MAXIMUM FLOW ALGORITHMS 
 
Abstract. Developed effective scheme of electronic digital signature based on El-Gamal algorithm, transport 

network and it’s blocking flows (output data) produced by Ford Fulkerson maximum flow algorithm serves as 
additional data for sides authentication. Scheme with the addition of transport networks and it’s blocking flows is 
considered as effective since there exist various sets of identical blocking flows and various transport networks 
associated with following flows. 

Key words. steganography, Ford Fulkerson algorithm, blocking flow, cryptography, flow, authentication. 
 
ElGamal digital signature. ElGamal scheme was created by Taher Elgamal in 1985 [1]. Following 

scheme is based on public key cryptography, the complexity of calculation discrete logarithm [2]. 
Developed scheme of steganography based on information concealing within the framework of master 
degree project can be also applied at the process of authentication. The adjacency matrix of the graph 
(transport network), including its weights and selectable blocking flows as well as maximum flow is input 
criteria on which process of user authentication would occur. In parallel for binding these input data to 
particular user, it is necessary to use tools of Electronic Digital Signature. The process of signing input 
parameters data would be done in the following manner.  

 
Figure 1 - Process of formation developed scheme of authentication on the basis  

of Ford Fulkerson algorithm and El-Gamal scheme 
 
In developed authentication scheme, a novelty is presented due to the fact that algorithms of 

maximum flow were not earlier used in cryptography. Also scheme of authentication were considered 
cryptographic endurable because those full selection attacks are completely excluded attacker do not have 
data regarding of size dimension of adjacency matrix (all adjacency matrix are stored in secured memory 
area of server and known only to client and server) as well edges weights (throughputs) of transport 
network can be changed during some time intervals (taking place operations of incrementing, 
decrementing on pre-installed values stipulated between each client). A scheme using not only tools of 
hashing but also the Electronic Digital Signature for proving that client calculated values of arbitrary 
blocking flows and maximum flow. Totally there are  

൫ሺܸ ∗ ܸሻ ∗ ሺܧ ∗ ሻܧ ∗ ሺܰ ∗ ܰሻ ∗ ሺܯ ∗  ݇/ሻ൯ܯ

values for transport network of the adjacency matrix, ܸ – number of vertexes, ܧ- number of edges, ܰ – bit 
capacity of used numbers in adjacency matrix, ܯ – size of used numbers. ݇ – number of attempts for 
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presenting authentication data. Considering that attacker does not know closed keys of users and does not 
know in which order data are applied for forming Electronic Digital Signature cracking the following 
scheme is not possible. 

 
P=19 – prime number 
 

ሼ1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18ሽ 
Function of Euler totient. Primitive roots 2,3,10,13,14,15 
 

݄ܲ݅ሺ19ሻ ൌ 18	 
 19	݀݋ܯ

 

 
 

Figure 2 - Scheme of the developed system 
 

Table 1 - Primitive roots 
 

	௜ݔ 1	 2	 3	 4	 5	 6	 7	 8	 9	 10	 11	 12	 13	 14	 15	 16	 17	 18	
1	 1	 1	 1	 1	 1	 1	 1	 1	 1	 1	 1	 1	 1	 1	 1	 1	 1	 1	
2	 2	 4	 8	 16	 13	 7	 14	 9	 18	 17	 15	 11	 3	 6	 12	 5	 10	 1	
3	 3	 9	 8	 5	 15	 7	 2	 6	 18	 16	 10	 11	 14	 4	 12	 17	 13	 1	
4	 4	 16	 7	 9	 17	 11	 6	 5	 1	 4	 16	 7	 9	 17	 11	 6	 5	 1	
5	 5	 6	 11	 17	 9	 7	 16	 4	 1	 5	 6	 11	 17	 9	 7	 16	 4	 1	
6	 6	 17	 7	 4	 5	 11	 9	 16	 1	 6	 17	 7	 4	 5	 11	 9	 16	 1	
7	 7	 11	 1	 7	 11	 1	 7	 11	 1	 7	 11	 1	 7	 11	 1	 7	 11	 1	
8	 8	 7	 18	 11	 12	 1	 8	 7	 18	 11	 12	 1	 8	 7	 18	 11	 12	 1	
9	 9	 5	 7	 6	 16	 11	 4	 17	 1	 9	 5	 7	 6	 16	 11	 4	 16	 3	
10	 10	 5	 12	 6	 3	 11	 15	 17	 18	 9	 14	 7	 13	 16	 8	 4	 2	 1	
11	 11	 7	 1	 11	 7	 1	 11	 7	 1	 11	 7	 1	 11	 7	 1	 10	 15	 11	
12	 12	 11	 18	 7	 8	 1	 12	 11	 18	 7	 8	 1	 12	 11	 18	 7	 8	 1	
13	 13	 17	 12	 4	 14	 11	 10	 16	 18	 6	 2	 7	 15	 5	 11	 15	 9	 12	
14	 14	 6	 8	 17	 10	 7	 3	 4	 18	 5	 13	 11	 2	 9	 12	 16	 15	 1	

15	 15	 16	 12	 9	 2	 11	 13	 5	 18	 4	 3	 7	 10	 16	 6	 14	 5	 8	

16	 16	 9	 11	 5	 4	 7	 17	 6	 1	 16	 9	 11	 5	 4	 7	 17	 6	 1	
17	 17	 4	 11	 16	 6	 7	 5	 9	 1	 17	 4	 11	 15	 11	 4	 7	 1	 10	
18	 18	 1	 18	 1	 18	 1	 18	 1	 18	 1	 18	 1	 18	 1	 18	 1	 8	 3	
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As primitive roots, such numbers are applicable which by multiplication by power of 2 from 
,ݔ ଶݔ … .  ଵ଼ and with division by modulus of 19 giving numbers from 1 to 18, those numbers areݔ
primitive roots [3,4]. 

(p, Gamm, Betta) – public key M = (Gamm, Betta) – signature 
 

α ൌ 14 
1 ൑ a ൑ p െ 2 
1 ൑ a ൑ 17 
a ൌ 12 

β ൌ 14ଶ	mod	19 
β ൌ 11 

ሺp, α, βሻ ൌ ሺ19,14,11ሻ െ o݊݁݌	ݕ݁݇ 
M ൌ x ൌ 41 
1 ൑ 4 ൑ p െ 2 
1 ൑ r ൑ 17 
γ ൌ α୰	mod	p 

r ൌ 13 
γ ൌ αଵଷ	mod	p			x ൌ M ൌ 41 

γ ൌ 14ଵଷ	݉݀݋	19 ൌ 2 
ߜ ൌ ሺ41 െ 12 ∗ 2ሻ ∗ 13ିଵ	݉݀݋	18 

ߜ ൌ ሺ17ሻ ∗ 13ିଵ	݉݀݋	18 
ߜ ൌ ሺ17ሻ ∗ 7 ൌ 119 

M ൌ ሺγ, δሻ െ ܯ	݁ݎݑݐܽ݊݃݅ݏ ൌ ሺ2,119ሻ 
 
Check 

ఋߛఊߜ ≡  ݌	݀݋݉	௫ߙ
11ଶ	2ଵଵଽ ≡ 14ସଵ	݉݀݋	19 ൌ 10 

 
Checking that 

ఋߛఊߜ ≡  ݌	݀݋݉	௫ߙ
 

11ଶ	2ଵଵଽ ≡ 14ସଵ	݉݀݋	19 ൌ 10 
 
Then the process of verification is accomplished. 
 
The algorithm of Ford-Fulkerson. A dynamic algorithm for finding the maximum flow in a 

transport network was developed in 1956 by mathematicians Lester Randolph Ford Jr. and Delbert Ray 
Fulkerson. The algorithm for finding the maximum flow concluded to search any path from ݏ to ݐ by ݂݀ݏ 
while such paths are existing.  

Non-formal description of the algorithm: 
1. All flows are set to zero. The residual network initially is matching with the original transport 

network. 
2. In residual network searching path from ݏ to ݐ, by ݂݀ݏ. If such path does not exist then the 

algorithm finishes its work. 
3. On founded path passing maximal possible flow: 
1. On given path in residual network searching edge with minimal capacity с௠௜௡. 
2. For each edge in founded path incrementing the flow on с௠௜௡, in reverse direction decreasing on 

с௠௜௡. 
3. The residual network is updating. For edges in the founded path and in reverse direction, a new 

throughput is calculated. 
4. Return to step 2. 
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1. Occurring alternate encryption, initial encrypted value 64 bits zero string. Results are written in 
values of ଵܲ െ ଵ଼ܲ, ଵܵ െ ܵସ, following operations occurring until all values of ଵܲ െ ଵ଼ܲ, ଵܵ െ ܵସ would be 
not formed. 

 

Appliance of blocking flow in steganography, LSB algorithm. If a following blocking flow 
{0,1,2,3,5} is used then writing data: 01011 would be performing at zero, first, second, third and fifth 
LSB bite of media container: 

 

01001010 01101011 01101010 01011011 01001000 01001001 00001010 
 

Conclusion. Not all systems of Digital Electronic Signatures require additional confirmation factors 
of sides, insertion of output data of the Ford-Fulkerson algorithm (blocking flow, transport network) 
improves the security of Electronic Digital Signature. Due to the fact that transport network by itself is not 
encrypted by El-Gamal algorithm but hashes this allows to reduce the amount of data for encryption to 
increase performance and data of blocking flow, transport network would be serving not as key but the 
kind of client identification tags participants of data transmission channel. 
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